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1 Ha3HauyeHHe CUCTEMBI
MporpammHbin kKomnseKc (MK) «bacTMoH-3» npeaHasHayeH ANA MHTErpaumMm B eAuHYl0 cUcTemy
6e30MacHOCTU ceayoWmMX NoACUCTEM:

® BMAeOHabAlAeHUA U/MAK BULEOPErnCTPaLmy;

e  OXpaHHO-NoXapHon curHanusaumm (OMNC);

®  CUCTEM OXpaHbl NEPUMETPA;

®  CUCTEM OXPaHHOIO OCBELLEHUS;

®  CUCTeM KOHTpOAs 1 ynpasneHus agoctynom (CKYA);

e cuctem npoTmsBoaencTema 6ecnmMnoTHbIM NeTaTenbHbiM annapatam (BMN/1A).

MK «BbacTMoH-3» NO3BOASET CO34aBaTb eANHYI0 cMCTeMy He3onacHoCTU 0bbeKTa ¢ afiemeHTamu PSIM, ¢
BO3MOHOCTbIO 06beAMHEHHOr0O MOHMWTOPWHra, YMNpaBAeHWA MOACUMCTEMAMU U WUX aBTOMATMUYECKOM
B3aMMOCBSA3bIO.

MK «BactMoH-3» obnagaetr pacnpefeneHHoOW MacliTabupyemol apxMTEKTYpoil, 4TO no3sosAeT
MCNoJ1Ib30BaTb €ro 0AMHAaKoBO 3¢pPeKTUBHO Ha 06beKTax pa3Horo macwTaba: ot Heboabwnx opucos Ao
KPYNHbIX NpeAanpuUATUA ¢ pa3BUTOM GUANANLHOMN CEeTbO.

MK «BactMoH-3» nosBosfeT 06beauHATb cUCTeMbl 6€30MacHOCTM TepPPUTOPUANbHO  yAaNneHHbIX
obbeKkToB, obecneymMBan LLEHTPA/IM30BaHHbIA MOHUTOPUHI COObLITUIA, ynpasneHne npubopamm,
yZaneHHoe BUAEOHAbN0AEHNE, @ TaKKE CUHXPOHM3ALMIO AaHHbBIX 06 31EKTPOHHbLIX MPOMNYCKaX MeXKay
obbekTamu (dunmnanamm) ogHoro NPeAnpPUATUA U ynpasaeHne ANYHbIMU AaHHbIMU COTPYAHUKOB.

MK «BacTMoH-3» noadepKMBaeT psaL  OTKPbLITbIX UHTEPDENCOB MHTErpauum, 4YTo NO3BOJSET
MCNONb30BaTb €ro Kak 4acTb CUCTEeMbl YNpasieHMsA npeanpuatMem. Mcrnonb3yemble TexXHO/0rUu
no3BoNAOT obecneuynTb MHTErpaumio C KaapoBbiMM M ByXraaTepCcKMMM CUCTEMaMK, UCMO/b30BaTb
JaHHbIE CUCTEMbI B CUTYALMOHHBIX LLEHTPax U ApYrux CTOPOHHMX CUCTEMAX YNPaBAEHUA.

HeckonbKo TeppuTOpManbHO pacnpepenieHHbix o6bektoB ¢ MK «BacTMOH-3» MOMHO 06beaAWHUTD,
Ncnonb3ys cuctembl «bacTnon-3 — Penaukauma» u «bactmoH-3 — MUH». Mpyn 3ToM Kaxkablh 06beKT
bynet paboTaTb co cBoel 6a30l gaHHbIX MK «bacTMOH-3».

2 OnucaHue CUCTEMbI
MporpammHubin Komnnekc (MK) «BbacTnon-3» npeactaBnsetr cobot Habop NporpammHbIX MOAY/EMN,
KOTOpble CTAaHOBATCA aKTUBHbIMM MPU HANIMYMM Ha CEPBEPE CUCTEMbI HEOBXOANMbIX ULEH3MNIA.

Bce nporpammHbie Moaynu AensaTca Ha caeaytowme rpynnbl (cm. Puc. 1):

o Cepsep 6a3 gaHHbIX;

o CepBep cUCTEMBI U MOZYWN €70 paclMpeHus;

e Mogaynn uHTerpauym obopynoBaHUA M CTOPOHHUX NPOrPaMMHbIX cucTem (aparisepsl),
BbINOJIHAEMbIE Ha cepBepax 06opyA0BaHUS;

o MoZAynun KIMEHTCKUX NPUIOKEHUN;

e  MobunbHble 1 BEG-NPUNOKEHUS.

Cepsep 6a3 OaHHbix (B/]). OTBeyaeT 3a xpaHeHue Bcelt MHPOPMALUM O KOHOUrypaUUM CUCTEMbI U
*KypHana cobbiTnit cuctembl. Peanmsyetca Ha 6a3e CYB/, c OTKPbITbIM MCXoAHbIM Kogom PostgreSQL, a
TaK)Ke OTeyecTBeHHbIX NpoayKTax PostgresPro unu Jatoba.
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Cepsep cucmembl — LLEHTPaNbHbIA MOAY/b CUCTEMbI, BCEr4a OAMH Ha cMCTemy. BbinonHAeT GyHKUmM,
obecneunBaiollMe B3aUMOAENCTBME MOAYAEN CUCTEMBI, peanusauuio  npasun  BU3HEC-N0rmKu,
NPOBEPKM IULLEH3WNI, BbIMONHEHWA CLLEHAPWEB U PEaKUMn Ha cobbITUA, MPOBEPKY NpaB JOCTyNa, 3anycK
MmoAynein paclMpeHna n pag, apyrnx CUCTEMHbIX QYHKLUMNA.

Modynu pacwupeHus cepsepa cucmemMsl 06ecneunBaoT LWKMPOKUA Habop AONONHUTENBHOTO
dyHKUMOHaNa — 3To moaynn «bactmoH-3 — Pennmkauma», «bactmon-3 — MUH», «bactnoH-3 — OPC UA
Cepsep», «bacTnoH-3 — SNMP AreHT», «bacTMoH-3 — LDAP», «bactnoH-3 — MTIM». Habop atux mogynei
NOCTOAHHO pacLnpaeTcs.

«BacTuoH-3 - MocT oxpaHbi»

«BacTnoH-3 - MaHensb ynpasneHus» «BacTuoH-3 -Biopo nponyckos» «Bactnon-3 - YPB» «BacTtnoH-3 - MocT oxpaHbi»
«BacTuoH-3 - Ayaut» «BacTnoH-3 - OTuéT» «BacTnon-3 - Peryna» «BacTnoH-3 - OTuéT» OMNEPATOPbI
HAYAJIbHUK CNY)KBbl BIOPO TABEJIbLUUKMH, nocCToB
BE3ONACHOCTU, ADMUHUCTPATOP NMPOMNYCKOB HAYAJIbHUKU OTAENOB OXPAHDI

e = _

=S

-
JlokanbHasi ceTb cucTeMbl 6e30MacHOCTU
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CUCTEMDI CyYBA OBOPYAOBAHMA CTOPOHHUX CUCTEM
«BacTnoH-3 - CepBep cucteMbi» PostgreSQL Mopaynu unterpauun P noaaep
Moaynu pacuwmpenus cepsepa PostgresPro (apaiBepbl) noacucrem OTKPbITbIX MPOTOKONIOB
cucteMsl Jatoba 6e3onacHocTn MHTerpaumm
Internet/Intranet
«BactnoH-3 - Pennukauus/MLH» «BacTnon-3 - Pennukauus» OPC UA, REST API,
HTTP/HTTPS HTTP/HTTPS ONVIF.SNMP, MODBUS
Cepsep Cepsepa u paboune Cepsep Cepsepa u paboune ﬁ A
cuctembl N MecTa cuctembl N cuctembl X MecTa cuctembl X
OBBEKT N +a «Bactnon-3» OBDEKT X Ha «Bactuon-2» Odopmnenue 3ansok Mo6 M KnueHt B docucremb
Ha nponycka yepes 6paysep Elsys Mobile npeanpuaTus

Puc. 1. Crpykrypa MK «bactmoH-3»

Cepsepbl 060py008AHUA — OOUH UNN HECKOJIbKO MOAY/EN, BbIMONHAEMbIX Ha Pa3HbIX KOMMblOTepax (He
OrpaHMYeHO MpPOrpamMmMHbIM CNocoboM), K KOTOPbIM BbIMOAHAETCA MNOAKAIOYEHWE noAcUcTem
6e30nacHOCTM C WcMoJsib3oBaHWem Opalisepos (Moldyneli uHmMezpayuu). Yvcno ApaliBepos,
06CNYKMBAEMbIX KarKablM cepBepomM 060pyAoBaHWNA, OrPaHMUMBAETCA TOIbKO MPOM3BOAUTENbHOCTbLIO
3TOro cepBepa U orpaHUYeHUAMM cCaMmoro gpalisepa.

Kauenmckue npunoxceHusA. HeorpaHnyeHHoe Yncio paboumx MecT, Ha KOTOPbIX BO3SMOXHO BblNOJIHEHME
Pa3NMYHbIX KIMEHTCKUX NpunoxKeHnn («Moct oxpaHbl», «BlOpo NponyckoB» u Ap.) 6e3 NoaKAYEeHHOro
obopynoBaHus.

MobusnbHele u 8eb-npunoxceHus. HeorpaHMYeHHOEe YUCNO TaKUX MPUNONKEHUI MOXKET NOLKNYATLCA K
cepBepy CUCTEMbI NO MHTEPHET-MPOTOKOaM.

KOMI'IbIOTepr B COCTaBe CUCTEMbI MOTYT BbINOJIHATb POSU:

e (CepBepa 6a3bl AaHHbIX;
o Cepsepa cuctembl;
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o (CepBepa 060pyaoBaHUS;
e KnueHTOB.

Bce ponn moryT coBmelL,atbcA Ha 04HOM KOMMbtoTepe.

MHPopmauma o [AOCTYMHbIX MPOrPamMMHbIX MOAYAAX 3aMUCbiBAeTCd B CETEBOM K/AKOY  3aLUTbl
(nporpammHbIi MAK annapaTHbIA), KOTOPbIA A0/KeH ObiTb MOCTOSHHO AOCTYMEH C cepBepa CUCTEMBbI
(06bIYHO, KNHOY 3aLMTLI YCTaHABANBAETCA HEMOCPEACTBEHHO B CEPBEP CUCTEMDI).

3 YciaoBus npuMeHeHUs

3.1 TpeGoBaHMA K IPOrpaMMHOMY 06eclie4YeHUI0

MNoppepkmBaemble onepaunoHHble cuctembl: Astra Linux 1.7 SE ¢ nochegHMmun onepaTUBHbIMMU
obHoBneHunsamu, Astra Linux 1.8 SE, RedOS 8, Red Hat Enterprise Linux 8.x, Red Hat Enterprise Linux 9.x,
Windows 10, Windows 11, Windows Server 2019, Windows Server 2022 B n1t06bIX UCNO/IHEHUAX, KPpOME
Starter, ¢ Hannumem nocnefHux obHoBneHWW. MNopnepkusaeTca paboTa TONbKO B 64-paspamHbIX
onepaLMoOHHbIX CUCTEMAX.

CepBepHble KOMMNOHeHTbI cucTembl (cepep B[, cepBep cucTemsbl, cepBepbl 060pyAoBaHMA) MOryT
BbINONHATLCA Ha OC cemeiicTBa Linux 6e3 ycTaHoBNAEHHOW rpaduyeckoit 060104KKN. B aTOM ciyyae, ans
HaCTPOWKM IOKaNbHbIX MapameTpoB cneayeT UCMNO0/Ib30BaTb KOHCO/bHbIE YTUAUTLI. CheayeT yunTbiBaTh,
YTO HeKoTopble ApaiBepbl (MOAYNM MHTErpauMu) MOryT He noadepusaTb paboTy cepsepa B
KOHCO/IbHOM peKume.

PaboTa yactm moaynein moxet obecneunBaTbca He Bo Bcex OC. JlonycKkaeTcAa MCNONb30BaHUE APYrnx
Bepcuii OC, ocHOBaHHbIX Ha Linux, Ho TectupoBaHuMe pgna 3tmx OC He npowusBoautca. [Mpu
Mcnosb3oBaHUKN apyrx Bepcmin OC BO3MOXKHbI Npobembl ¢ KOHGUIypauuneid NakeTos U NPOrpaMmmMmHON
cpeabl gna MK «bactnoH-3».

He pekomeHayeTtca ncnonb3oBaHue cepsepHblx OC Windows Server 2022, Windows Server 2019 ans
opraHMsaumm paboumx MecT c BUAEOHabAoAeHMEM UM cucTeMol BBoda poTorpaduii ¢ Buaeokamep.
KoppekmHas paboma ¢yHKyuli 8udeoHabawo0eHUs U pPacro3HAeaHUs 8 3mux cucmemax He
2apaHmupyemcs!

BHumaHue! [lononHumensbHble 02paHuU4eHUA Ha UCM0Ab3080HUE OMEPAYUOHHBIX CUCMEM mMo2ym
8HOCUMb CMOPOHHUE KOMMOHeHMbl, ucrosnb3yemsle 8 Opalisepax MK «bacmuoH-3». CeedeHusa o
makKux o2paHuU4YeHUAX MOXCHO Halimu 8 pykosodcmee Ha coomsemcmeaytowuli Opalisep.

He pekomeHAgyeTcA M3MEHATb PernoHasibHble HacTpoku (dopmaT aaTbl, bopmaTt BpemeHU 1 GopmaTbl
OPYrMX perMoHanbHbIX CTaHA4apTOB) BO Bpema paboTbl MK «BacTMOH-3» 1 conyTCTBYOWUX MoAyel, TaK
KaK 3TO MOXKET NPUBECTU K UCKAXKEHMUIO AAHHbIX M HeCcTabuabHon paboTte NpuaoKeHui. NMpun nsmeHeHun
pervoHanbHbix HacTpoek OC Windows Heobxoammo nepesanyctutb MK «bacTMoH-3» 1 Bce OCTafbHble
MoayNun.

JononHuTenbHble KOMMNOHEHTbI, HEObX0ANMble Aaa PaboTbl KOMNAEKCa:
e PostgreSQL 10 unu 6onee Hosblll.
e _Net Core 8.

e OpenGL 2.1.
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BHumaHue! He pekomeHdyemcsa ucnons3osame 8 Kayecmae CYbB/] PostgreSQL sepculi 10 u 11,
makK Kak 0719 amux eepculli ecmb uszgecmHoie Npobaemsi ¢ MPOU3BOOUMENbHOCMbBIO HEKOMOPbIX
onepayud.

BHumaHue! [lpu omknawyeHHom 3D-yckopeHuu Ha Komrsromepax ¢ Windows moxem
ucCrnosabL308aMbCA  NPOePAMMHAs  peanusauusd OpenGL 1.1. [llpu smom, 0aa pabomesr [1K
«bacmuoH-3» bydem mpebosambcs ycmaHo8Ka cmopoHHeli peanusayuu OpenGL 6onee Hoeoli
sepcuu, Hanpumep, nakema Mesa3d.

3.2 Tpe6oBaHMA K KOHPUrypauuy KOMIbIOTEPOB
MuHUManbHas U pekoMmeHayemas annapaTtHas KOHOMrypauma KOMNbOTEPOB KOMMJEKCA 3aBUCAT OT
MacwTaba cuMCTeMbl, MCMOb3YEMbIX OMEpPaLMOHHbIX cUCTEM M TpeboBaHMI CTOPOHHWUX MNPOAYKTOB
(Hanpumep, ana paboumx MecT, rae npeanonaraetca pabota ¢ UMPPOBLIMU  CUCTEMAMMU
BMAeOHabofeHNA, moryT notpeboBaTbca AONOAHUTENbHbIE pecypcbl). OnpegenaoWwmmmn pakTopamm
npwv Bblbope 060pyA0BaAHNA A1A CEPBEPOB U PaboUMxX MECT, ABAAIOTCA:

e Pasmep cucTeMbl KOHTPOAA AOCTYNa (YNCNO TOYEK NPOXoAa M NONb30BaTeNelt CUCTeMbI);
e lcnonb3oBaHue UNPPOBbIX CUCTEM BUAeOoHabNOAEHUS;

e lcnonb3oBaHue Ha pabouyem mecTe A0ONONAHUTENbHbIX Moaynek MK «BactnoH-3» (Hanpumep,
«bactnoH-3 — Peryna», «bacTnoH-3 — Penankaumna»);

e  YuYcno m cNoXKHOCTb Fpad)M‘-IeCKMX NNAaHOB;
o 06u.|,ee 4yncno pa6oqu MECT B CUcteme.

Janee npuseneHbl peKomedeeMb/e napameTpbl ANA HECKOJIbKUX TUMOBbIX C/1y4aeB.

1. Komnnekc co CKY/] cpeaHero macwrtaba (300-5000 nonb3osaTeneit, 1-20 Touek npoxoaa)

Cepsep b/, cnctemol n Astra Linux 1.8 SE, PostgreSQL 14, CPU 2 GHz 2 Cores, 8 Gb RAM, 1000
obopyaosaHun GB HDD

KnueHtckme paboune Astra Linux 1.8 SE, CPU 2 GHz 2 Cores, 8 Gb RAM, 500 GB HDD
mecTa

2. Komnnekc ¢ KpynHoit CKY[, (5000-100000 nonb3oBateneli, 21-1000 ToyeK npoxoga) v uubposol
cucTemom BuaeoHabaogeHuA

Cepsep b1 n Astra Linux 1.8 SE, PostgreSQL 14, CPU 3 GHz 4 Cores, 16Gb RAM, 1000 GB
obopyaoBaHun HDD

KnueHtckme paboune Astra Linux 1.8 SE, CPU 2 GHz 2 Cores, 8 Gb RAM, 500 GB HDD
mecTta

Hanbonbluiee BAMAHME Ha 06Uy NPOU3BOAUTENLHOCTb CUCTEMbI (OCOBEHHO MpPM BbINOJHEHUM
A/MTeNbHbIX OMnepaLmii, Hanpumep, 3anpoce OTYETOB) MMEET NPOU3BOAUTENBHOCTL cepBepa B/. Pasmep
B[l NpoTOKONa MOMKEeT A0CTUraTb HECKO/IbKUX [AeCATKOB rurabait. ITo credyeT y4yuTbiBaTb MNpu
yCTaHOBKe.
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Buaeoagantep M MOHWUTOP [AO/KHbI obecneumsBaTb paspelleHne He Huke FullHD (1920x1080).
BuaoeoKkapta pgosmkHa nopaeprkmsatb TexHonormm DirectX n OpenGL. Ha Bcex paboumx mecrtax
KOMMJIeKCa PEKOMEHAYEeTCA UCMOJIb30BaTb MOHUTOP C AMaroHanblo 3KpaHa He meHee 17 atonmos. Ona
KNMEHTCKMX MECT CUCTEM BUAEOHAbNIOAEHMA PEKOMEHAYEeTCA WMCMNO/b30BaTb BMAEOKapTbl ¢ 1 Gb u
b6onee onepaTMBHOM NAMATU.

PekomeHAyeTca MCMNoAb30BaTb MCTOYHUKM bGecnepeboiHOro nutaHusa, ocobeHHO Ha cepsepe b/,
HewTaTHOe BbIkNtOYEHME cepBepa B[l MOXeT NPUBECTU K NoTepe No/1b30BaTeIbCKUX AAHHDIX.

3.3 Bwioop CYB/J,

MK «bactuoH-3» nogaepskuBaeT pasBépTbiBaHMe 6a3bl AaHHbIX Ha CYB[J PostgreSQL 10 u Bblwe.
Mopaepxmsatotca 64-paspagHolie sepcumn CYBA.

B 60nblIMHCTBE CNydYaeB A0CTAaTOYHO UCNONb30BaTh becniaTHyto Bepcuto PostgreSQL.

JononHutenbHo, MK «bactmoH-3» paboTtaer ¢ CYB[A poccuiickoro npowussoactsa Postgres Pro,
OCHOBaHHOM Ha PostgreSQL, Bepcun He HuxKe 10. MoaaepxuBaeTca paboTa ¢ ucnonHeHnamu Standard,
Enterprise n Certified. Bblbop ncnonHeHua onpepensetca noTpebHocTAMM Mnosib3oBaTens B coepe
3aWmUTbl UHPOPMALMKM, MACLITaBUPYyeMOCTM M OTKasoyctonumsocTn. CnepyeT yuuTbiBaTb, YTo CYB/[,
Postgres Pro Bcex WCNONHEHWA ABNAETCA JINLEH3UPYEMOW W NAAaTHOM ANA  KOMMEpPYECKOoro
NCNO/Ib30BaHMA.

Bepcua Postgres Pro Enterprise nos3Bonsetr pa3sBopauMBaTb KNACTEPHbIE CUCTEMbI, COLEPHKUT
AOMNONHUTENbHbIE GYHKUMM NPOBEPKM LLENIOCTHOCTM 6a3 AaHHbIX M pPe3epBHbIX KOnuin, umeeT
ONTUMM3NPOBAHHBIN GOPMAT XPaHEHMUS SAHHbIX U COAEPNKUT PAL, APYTMUX YCOBEPLIEHCTBOBAHMINA.

Bepcua Postgres Pro Certified umeet ceptudurar PCTIK, yaoctosepstowmin uto, uto CYB/ Postgres Pro
COOTBETCTBYET TpeboBaHMAM pyKoBoaAawmMx aoKkymeHTos PO CBT no 5 knaccy, P4, HAB no 4 ypoBHio 1
TexHunuyecknx Ycnosui (TY).

[eTanbHo pa3nnuma mexay sepcuamm CYB/ Postgres Pro moXKHO NOCMOTPETL Ha caliTe Npou3BoAnUTENSA
(https://postgrespro.ru/).

Take, MK «bacTtMoH-3» noaaepxunsaet paboty ¢ CYB/[, poccuitickoro nponssoacTea Jatoba (paspaboTka
000 «lasHpopmCepBuUC»), OCHOBaHHOM Ha PostgreSQL 11 v Bbiwle.

3.4 Tpe60BaHUA K KOMIIBIOTEPHBIM CETAM

3.4.1 0611e cBeleHUs O CTPYKType CeTH
[na ceteBoro obmeHa B MK «bactmoH-3» ncnonbayetca npotokon TCP/IP (v4).

Becb ceTeBoi 06MEH MeKAY KOMMOHEHTaMM CUCTEMbI MPOUCXOLUT Yepes cepBep CUCTEMbI. KANEHTbI 1
ApaiBepbl HE COeANHAIOTCA HANPAMYI0 Mexay coboi 1 ¢ 6a30i AaHHbIX.

3.4.2 Tpe6oBaHUsI K NPONYCKHOM CIIOCOGHOCTH

HeobxogMmas MWHUManbHaA MPOMNYyCKHaA CnocobHOCTb CeTM 3aBUCUT OT MacwTtaba cucTembl: OT
Konndectsa cobbiTMiA B cucTeme, OT pasmepa ¢otorpaduii, KoamyecTsa M pasmepa NIAHUPOBOK,
KosinyectBa obopyaoBaHua B cucteme. Yem 6onblue NponyckHas cnocobHocTb, Tem bbicTpee 6yayT
3arpyxatbca APM M npouyne moaynu cucTembl. TakKe Ha Bpemsa 3arpyskuM CUAbHO BAUAET Bpems
3a/lepXKKM Nepeaaym NakeTos: XenatebHo 4Tobbl OHO He npesbllano 10mc Ha 3anpoc + oTBeT.
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Ona cuctem cpeaHnx macwtabos (go 200 yctporicTs, Ao 5000 KapT goctyna, Ao 10 cobbiTuii B CEKYHAY B
cUcTeme) pekomeHayeTca:

e 15A Kaxpgoro moayna «bactnuoH-3 — [locT oxpaHb» U «bactmoH-3 — OTYET» KaHan CBA3KU C
cepsepom He meHee 1 Mbit/s.

e anA Kaxporo momyna «bactmoH-3 — [ocT oxpaHbl» ¢ doTomaeHTUdMKaumen u moayna
«bacTnoH-3 — blopo nponyckos» — He meHee 2 Mbit/s (pasmep ¢oTorpaduit gonskeH bbITb He
6onee 640x480).

Ons nosbleHna KombopTa paboTbl (BbicTpas 3arpyska KAMEHTCKMX MNPUNOXKEHWUR, BbicTpas paboTa
KJIMEHTCKUX NPUIOXKEHWI), @ TaK}Ke NPU UCNOIb30BaHUKN Ha 6osiee KPYMHbIX CUCTEMAX, PeKOMeHAyeTcs
MCMNOo/b30BaTb CETb C MPOMYCKHOM CNOoCcobHOCTbI0 He MeHee 10 Mbit/s.

OnycTUMble NOTEPU NaKeToB B CeTU: He bonee 1%.
y p

Cuctema He cosgaeT NpAMbIX COeaMHEHWN KaneHToB c cepBepom CYB[. [lonycKatoTca BpemeHHble
06pbIBbl CBA3WM MENKAY HEKOTOPbIMWU KAMEHTCKMMMU MPUNONKEHUAMMU C CEPBEPOM cUCTEMbI. YacTb
NPUIOKEHN HeobXoAMMO nepesanycKkaTb nocae obpbiBa CBA3M C CEPBEPOM CUCTEMDbI.

PerynAapHble noTepun CBA3N C CepBEpPOM CUCTEMbl ABNAKOTCA HewTaTHOW cmyau,mei/'l n roBopAat o
HeO6XOAMMOCTM ANarHOCTuKu KOMI'IbIOTepHOl\;I ceTn.

3.4.3 Azpecanysa u McnoJib30BaHU e IOPTOB
Cuctemoim ucnonbayetca pag IP-nopToB. 3HaYeHWA NO yMONYaHUIO NpUBeAeHbl B Tabaunue HuxKe:

Homep nopra Ha3sHauyeHue KommeHTapuii
no YMO/IHYaHUIO

5432 MopT AnsA noaxao4eHn K cepeepy b HacTtpanBaeTtca cpeacrsamm
PostgreSQL. TpebyeTcs oTKpbITb Ha cepBepe B/. AAMUHUCTPUPOBAHUA UK NPU
ycTaHoBKe PostgreSQL

6300 MopT cepBepa cucTeMbl. TpebyeTcs OTKPbITb Ha HactpausaeTca B moayne
cepBepe CUCTEMBI. «JIoKa/IbHble HACTPOMNKM Y.
62561 MopT, cnonb3yemblit moaynem «bacTmoH-3 — HactpaunBaeTca B
OPC UA cepBep» npu paboTe no npoToKkony KOHUrypauum moayns
OPC.TCP. «bactnon-3 — OPC UA
cepBsep».
62563 MopT, cnonb3yemblit moaynem «bacTmoH-3 — HactpaunBaeTca B
OPC UA cepBep» npu paboTe no npoToKkony KOHUrypauum moayns
HTTPS. «bactnon-3 — OPC UA
cepBsep».
5004 MopT, Ucnonb3yemblii CEPBEPOM MOAYANA HacTtpausaeTca B
«BbacTnoH-3 — web-3anBKa». KOHOUrypaLmm moayna

«bacTnoH-3 — web-3aaBKa».

5005 MopT, UCcnonb3ayemblii cepBepoM MOLY /A HactpaunBaeTca B
«BbacTtnoH-3 — UKC». KOHUrypauum moayns
«bacTnoH-3 — UKC».

161 MopT, cnonb3yemblit moaynem «bacTmoH-3 — HactpaunBaeTca B
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SNMP cepsep». KOHbUrypaLmm moayna
«BbacTtnoH-3 — SNMP cepsep».

8098 MopT, ucnonbayemsblii mogynem «bactmoH-3 — He HacTpanBaeTca.
MUH cepsep». [lonxeH 6biTb OTKPbIT TO/IbKO Ha
cepsepe lMUH.

5077 MopT, cnonb3yemblit moaynem «bacTmoH-3 — HactpaunBaeTca B
Elsys Mobile». lonxkeH 6bITb OTKPbIT TO/IbKO Ha KOHUrypauum moayns
cepsepe 0b0pyL0BaHUSA, rae YCTAHOB/EH 3TOT «BbacTtnoH-3 — Elsys Mobile».
MOAyNb.

8092 MopT, cnonb3yemblit moaynem «bacTmoH-3 — He HacTpanBaeTca.

ONVIF». lonkeH 6bITb OTKPbIT TONbKO Ha
cepBepe 0bopynoBaHuA, rae yCTaHOB/EH 3TOT

MOAyNb.
8089 MopT, cnonb3yemblit moaynem «bactnoH-3 —CC | Hactpausaetca B
TMK». KOHbUrypaLmm moayna

«bactnoHn-3 — CC TMK»

Ana KOppeKTHOIZ pa6OTbI CnCTtembl BCe MUCNONb3yemble NOPTbl AO0/IXKHbI 6bITb pa3peweHbl B cCpeacreax
ceTeBoM 3alnThbI.

BHumaHue! Paboma cmopoHHUX KOMIOHeHMo8, UHMe2pupos8aHHbix 8 1K «bacmuoH-3», moxcem
HaKAadsleame QornoaHUMesnbHole Mmpebo8aHUA U 02pPAHUYEeHUA K KOHgueypayuu cemu.
PekomeHOyemcss 03HaKoMumoecs ¢ OOKymeHmauyueli Ha 8ce ucrnonslyemoslie MooOyau 014
ymoy4HeHusa mpebosaHudll.

4 WUcnonan3zoBanue IIK «bacTtuoH-3» B HMHPOPMALUOHHBIX CHUCTEMaX
00pabOTKHU NepCOHAJIbHBIX JAHHbBIX

4.1 HopmaTuBHOe oGecrieyeHUe

Nop opraHusauymeit obecneyeHna 6e30MACHOCTU NEPCOHAJNbHLIX AAHHbIX NpPU UX 06paboTKe B
MHPOPMALIMOHHDBIX cUCTEMAX MEPCOHaNbHbIX AAaHHbIX NOHUMaeTcA GOpMUpPOBaHME U peanusauua
COBOKYMHOCTU COIIACOBaHHbIX MO Le/K, 3aga4am, MeCcTy U BpeMeHU OPraHU3aLMOHHbIX U TEXHUUYECKUX
MepOonpuUATUIA, HanpaBAeHHbIX Ha MMWHMMM3aUMIO ywepba OT BO3MOXKHOW peanusauum yrpos
6e30nacHOCTM NEepPCOHaNbHbIX AaHHbIX.

CornacHo ®epepanbHomy 3akoHy Nol152-®3 «O nepcoHasbHbIX LAHHLIX» BCEe MHOOPMALMOHHbIE
CUCTEMbI NEPCOHaNbHbIX AaHHbIX (MCMOH) fonKHbI 6bITb NPUBEAEHbI B COOTBETCTBME C TPEOOBAHUAMM
3aKkoHa g0 1.01.2010 roga. OTBETCTBEHHOCTb 3a UCNOAHEHWE Mep No obecneyeHunto besonacHoct MAOH
3aKOHOM BO3/10’KEeHa Ha OMNepaTopoB NMEePCOHANbHbIX AAHHbIX.

rocyaapcTBEHHbIMU PEryiaTopamm B yKasaHHOM chepe ABNAIOTCA:

e  OCTIK PO (TexHuyeckan 3awmTa),
o ®CB PO (kpuntorpadwus),

e PoccBA3bKomHaa3op PO (3awmTa npaB cybbeKkToB NepCoHaNbHbIX AaHHbIX).
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K HOPMaTUBHOMY obecneyeHuto HEO6XOLI,VIMOCTVI 3alnTbl NepPCoHaNbHbIX AaHHbIX MOXHO OTHECTU
cneaywuime 4OKYMEHTbI:

1. depepanbHbIi 3aKoH OT 27 utona 2006 r. Ne152-d3 "O nepcoHanbHbIX AaHHbIX".

2. MNoctaHoBsneHue MNpasutenbctea PP oT 1 HoA6pa 2012 r. N 1119 «06 yTBepKaeHUM TpeboBaHU
K 3aluTe MepcoHasbHbIX [AaHHbIX MpU UX 06paboTke B MHOOPMALMOHHbLIX CUCTEMAX
NepcoHaNbHbIX AAHHbIXY.

4.2 Pous IIK «bacTtuon-3» B UCIIJH

MK «BbacTMOH-3» MOMEeT WCNO/Ib30BaTbCA KaK KOMMOHEHT KOMMJEKCHOW cuctembl 06paboTKu
NepcoHanbHbIX AaHHbIX ana UCNAH. Jns obecneyeHna cOOTBETCTBMA BCEM CUCTEMBI, MOCTPOEHHOM Ha
MK «BactuoH-3», TpeboBaHuam dPeaepanbHoro 3akoHa Ne152-d3 «O nepcoHanbHbIX AAHHbIXY, AOMKHA
6bITb CO34aHa COOTBETCTBYIOLLAA 3alUMLLEHHAA cpeaa.

MapameTpbl 3TON 3aWMWEHHON cpeapbl A0MKeH onpeaenvTts OnepaTtop N[, Ha ocHoBe TpeboBaHWi
HOPMaTMBHbIX OKYMEHTOB, NepedyncaeHHbIx B n.4.1, a TakKe cO6CTBEHHbIX TpeboBaHMA.

Mpu knaccuopmkaumm NC Ha ocHose MK «BacTMoH-3» 1 onpeaeneHnn Heobxogumbix mep 3awmTol M4,
cneayeT y4uTbIBaTb CAeAyloLLne napameTpbl KOHKPETHOM CUCTEMBI:

e O6uwee uncno MNepcoH, AaHHble 0 KOTOPbIX NpegnonaraeTca XxpaHuTb B b/, MK «bacTnoH-3».

e Hanuuue T[lepcoH, He ABnAlOWMXCA COTpyAHMKamu OnepaTtopa [, AaHHble O KOTOPbIX
npegnonaraetca xpaHuTo B B/, MK «bacTMoOH-3».

e [lpumeHeHue B MK «bacTMOH-3» BUOMETPUUECKMX AaHHbIX, UICNONb3YeMbIX A1A UAEHTUUKALMMU
MepcoH.

e Tunbl akTyanbHbIX yrpo3 ana MC, B cooTBeTCTBMM C NocTaHoBAeHMem Nel1119.

MK «BacTMoH-3» Mo3BONAET peann3oBaTb Creaylolme mepbl No obpabotke N[, nNpegycmMoTpeHHble
HOPMaTMBHbIMM aKTamu PO:

1. AsTOMaTM3auMA NOATOTOBKU MHPOPMMPOBAHHOrO cornacua Ha obpaboTky M. OTchexxkmsaHue
3aBepLUEHMA CPOKOB AelcTBUA MHPOPMUPOBAHHOIO corsiacus.

NpoeHTnduKauma, npoBepka NOAJAMHHOCTM U perncTpaumsa Bxoga-Bbixoaa Cy6bbekToB AOCTyNa B
ncC.

MexaHn3m poneBoro pasrpaHnyeHna 4ocTyna.

HenpepblBHbI MOHUTOPUHT U PErNCTPaLLUA COObITUIA.

MOHUTOPUHT 1 pernctTpauma onepaumi Hag Na.

Peructpauma Bblgaun LOKYMEHTOB Ha TBEPAYHO KOMUIO.

N

o v sWw

Takum obpasom, gns peanusaumm nonHoueHHoW 3awmtbl M Onepatop MO A0NKEH NPOBECTM
KOMMIEKC AOMNOJHUTENbHbBIX MEPONPUATUI. NepedeHb 3TUX MepPONpPUATUIA A0KeH ObiTb onpeaeneH
camum onepatopom [ B COOTBETCTBUM C TpeboBaHMAMWU 3aKkoHogaTenbcTBa. Camo no cebe
ncnonbsosaHue MK «bacTMoH-3», 6e3 40N0/HUTENbHOIO KOMMNAEKCa Mep He rapaHTMpPYyeT COOTBETCTBUE
NC HopmaTMBHbIM fOoKymeHTam PP no obpaboTke M.

MK «BbacTMoH-3» He noanexuTt obs3atenbHol cepTudurKaumm B cucteme ceptudmnkaumm ®CT3K Poccum
Ne POCC RU.0001.016M00 B KauecTBe cpeacTtsa 3aluTbl UHGopmauum (ganee — C31). Tem He meHee, B
MK «BactMoH-3» umeeTcs OYHKUMOHAN, MO3BOMAIOWMIA  OCYLLECTBAATL AYTEHTUOUKALUIO U
MAEHTUOMKALMIO NoNb3oBaTeNeil MPOrPaMMHONO KOMMJIEKCa, pasrpaHMYeHne ux [0ocCTyna. Takum
obpa3som, B ero cocTaBe MWMeEKTCA BCTPOEHHble cpeacTBa  3alWmMTbl  MHbOpmauum  OT
HeCaHKLMOHMPOBAHHOIO AOCTYNa.
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Ona paga cnyyaes, YCTAaHOB/IEHHbIX 3aKOHOAATeNbCTBOM Poccuitckon Pepepauumm, a TakKe B c/yyae
NPUHATUA pelleHns Bnagenbuem WMHPOPMALMOHHOM CUCTEMbI, MOXKET noTpeboBaTbCs NpoBeneHue
oueHKn cooteetcTBus MK «BbacTnoH-3» TpeboBaHMAM K C3U. TaKas OuUEHKa MOXKeT MPOouU3BOAUTLCA B
dopme cepTUdMKaLUM, UCTIBITAHUIN UK MTPUEMKN.

5 B3aumocBa3u C APYIr'UMHA CUCTEMAMHU

5.1 06beaunHeHue HeckoabkuXx IIK «bacTnoH-3»

[Ona obbeanHeHUA HECKONbKUX 06beKToB nog ynpasneHnem MK «bacTMOH-3» MCNONb3YyOTCA MOLYAM
«bacTnoH-3 — Penankauma» un «bactmoH-3 — MUH».

Cuctema «bactmoH-3 — MUH» npeagHasHadeHa ANA LEHTPaNU30BaHHOTO MOHMUTOPUHIA O6BLEKTOB,
OCHaLWEHHbIX MK «bacTUOH-3».

CDYHKLI,VIM LEeHTPa/IM30BAHHOIO MOHUTOPWUHTa BK/TKOYAIOT!

* OtobpaxkeHue Ha MNLH B TekcToBOM BMAae cobbITuin, GopMUMpPyeEMbIX B YAANEHHbIX duananax;
* oTobpaxeHue Ha rpadmyeckon cxeme MNLH nMKTOrpamm ycTpoicTB yaanEHHbIX 06 bEKTOB;

*  OTCAEXMBAHWE COCTOAHMA YCTPOMCTB YAaNEHHbIX OOBEKTOB C OTOOPaXKEHMEM Ha NJiaHax;

*  LEeHTpann30BaHHOE MNPOTOKO/IMPOBAHMNE COOLITUIA C BOSMOMKHOCTbIO NONYYaTb OTYETHI.

BHumaHue! Moodyne «bacmuoH-3 — [LH» He coemecmum c modynem «bacmuoH-2 — [NLH».
Ucnone3osaHue 8 00Hol cucmeme kaueHmos om AlK «bacmuoH-2» u K «bacmuoH-3» He
donyckaemcs.

Cuctema MoXKeT 6bITb HacTpoeHa Takum obpasom, 4Tobbl cobbitna B XypHane MUH 6binn cBaA3aHbl C
COOTBETCTBYIOLLEN BUAEO3AMUCHIO.

CucTemoli TakKe npeaycMoTpeHa BO3MOXKHOCTb YNpaBaeHusa ycTpoicTBamu Ha KameHTe MUH ¢ cepsepa
MLUH.

Cuctema «bactnoH-3 — Penaunkauuma» npegHasHayeHa A1A CUHXPOHM3ALMK CIMCKA NPOMYCKOB MeXAay
dunmanamm opraHmsaumm, ocHawEHHbIMM MK «bacTUOH-3».

BHumaHue! Mooynb «bacmuoH-3 — Penaukayus» cosmecmum ¢ modyaem «bacmuoH-2 —
Pennukayus». onyckaemca nodknaoueHue guauanos om AlK «bacmuoH-2» K K «bacmuoH-3»
C UeHmMpoMm penaukayuu Ha 6ase «bacmuoH-3 — Penaukayusa».

Moaynu «bactnoH-3 — MUH» n «bactmoH-3 — Penamkauma» MoryT ucnosib30BaTbCA COBMECTHO ANA
obecneyeHns B3aMMoaencTena GpuUanManoB opraHM3aumm.

5.2 HHTerpaunus ¢ BHEIIHUMHU CUCTEeMaMH 00PA6OTKHU COOBITUM
MK «bacTUOH-3» MOXeT O6bITb MHTETPUPOBAH C BHELWHUMM cucTemMamm 06paboTKM cobbITUIM C MOMOLLLbIO
cneayowmnx moaynen:

* «bactnoH-3 — OPC UA cepsep»;

* «bactnoH-3 —SNMP areHT;
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* «bactnoH-3 — CC TMKw».

Moaynn «BbactuoH-3 — OPC UA cepBep» M «bactmoH-3 — SNMP areHT» peanusyloT WUAEHTUYHbIN
dyHKUMOHAN:

e [lony4yeHune cnucka yctponcts MK «bacTMoH-3»;

e [onyyeHue cobbitnii MK «bacTnoH-3»;

e [lony4yeHue coctossHM ycTpoicTs MK «bacTMoH-3»;
e YnpasneHue yctponcteamu MK «bactmoH-3».

Moaynb «bactnoH-3 — OPC UA cepBep» nogaepknsaet paboTy no npotokosnam OPC.TCP n HTTPS.
Moaynb «bactnoH-3 — SNMP areHT» nogaepxumsaeT npotokonbl SMNP v1, v2 n v3.

Moaynb «BactuoH-3 — CC TMK» npegHasHayeH ana nogkatodeHus MK «bactnoH-3» K cucteme cbopa
pPe3yNbTaTOB TEXHUYECKOr0 MOHUTOPUHIa U KOHTPOASA OBBEKTOB TPAHCMOPTHOMU MHpacTpyKTypbl (CC
TMK).

OcHoBHOM GyHKUMEN moayna asaseTca popmupoBaHme U nepegada cobbituii ot MK «bactnoH-3» kK CC
TMK. B CC TMK nepegatotca cobbiTma oT creaytowmx nogcuctem MK «bactmon-3»:

e Cuctema snaeoHabnoaeHUA (BKAOYAA HTENNEKTYalbHOE BUAEOHabA0AeHNE),
BMAE03anucKn 1 ayanosanuncu;

e CucTema KOHTPOAA U yNpaB/ieHUs AOCTYNOM;

e OxpaHHO-NOXapHana CMrHanM3aums.

Mepepnaya cobbITMIN OCyLLLECTBAAETCA NO NoANMCKe, MapameTpbl KoTopol onpeaenstotca B CC TMK.

JononHuTenbHo, Moaynb MNPeLoCTaBAAaeT BO3MOMKHOCTb BPY4YHYIO onpenesntb, Kakue cobbitusa MK
«BbactnoH-3» 6yayt nepeaaBaTbes B CC TMK B KauecTsBe MHLMAOEHTOB.

5.3 HHTerpanus c CMCTeEMaMHM y4eTa IlepCcoHasia M MPONnyCKOB
[Na MHTerpaumm ¢ BHEWHUMM CUCTEMAMM Y4ETa NMepcoHana U NPOMYCKOB B COCTaB KOMIM/IEKCA BXOAUT
moaynb «bactmoH-3 — MKC» (MKC — nHTerpaumsa KaapoBbiX CUCTEM).

C nomoLLbio 3TOM CUCTEMbI MOXKET ObiTb peannsoBaHa WHTErpauMa C CUCTEMAMM ynpaBAeHUA
npeanpustuem (ERP) B yactu obmeHa gaHHbimu CKY/ (nepcoHan, nponycka, npoxoAbl). «bacTnon-3 —
NKC» npepoctasnseT APl gna vHTErpaumm n He COLEPKMUT FOTOBbIX KOHOUIypauUMin onsa Kakux-nnbo
BHELLHMX CUCTEM.

Moaynb «bactnoH-3 — MKC» no3BonseT MHTErpupoBaThb:

e Kapgposblie cuctembl (HRMS);
e ABTOMATM3MpPOBaHHbIE CMCTEMbI 3aKa3a nponyckos (AC3M);
e byxrantepcKkme cuCcTEMBI.

Moaynb peliaeT cneaytolme 3a4aum:

e [lepepaya B MK «bacTMoH-3» 3aABOK Ha MPOMYCKa M3 BHELIHEW CUCTEeMbl C BO3MOXHOCTbIO
YyKasaHua npas goctyna gna CKY/[, n Homepa KapTbl 40CTyNa;
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e T[lepeagaya B MK «BacTMOH-3» M3 BHELWHeN CUCTEMbl 3aABOK Ha TPAHCMOPTHbIE MPOMYyCcKa U
nponycka Ha MaTepuanbHble LeHHOCTH;

e AKTMBALMSA MEPCOHAJIbHbIX, TPAHCMOPTHLIX M MaTepuabHbix NponyckoB B CKY/[ 13 BHelHel
cucTeMbl;

e YnpaBs/iieHne Nponyckamm n3s BHelHe cuctembl (610KMPOBKa, pa3bioKMpoBKa, BO3BPaT);

e [lonyyeHne wu3 MK «bacTMOH-3» BO BHELWHOW cucTeMy WHOOPMaALUUMM O MNEepcoHax,
NnepcoHasbHbIX MNPOMYCKax, TPaAHCMOPTHbIX MNPOMYCKa, MaTepuanbHbIX MNPOMYCKax, TO4YKax
npoxoga, noapasaeneHuax, AOMKHOCTAX M O APYyrux CApaBoOYHUKAX, AOCTynHbiXx B [K
«bacTnoH-3»;

e T[lonyyeHne u3 MK «bacTMOH-3» BO BHELWHI0OWO cucTemMy MHGOPMAUMM O MOCAegHEM MecTe
npeabaBAeHMA NPONYCKa;

e T[onyyeHne u3 MK «BacTMOH-3» BO BHELHIOW CUCTEMY CMWUCKA COBLITUIA MO 3agaHHOMY
NPONYCKY;

e [lonyyeHne wu3 MK «bacTMOH-3» BO BHELIHIOW CUCTEMY MCXOAHbIX JaHHbIX A1A pacyeTa
oTpaboTaHHOro BpemeHu (napbl COBbITUI «BXOA-BbIXOA»).

Cuctema noaaeprKMBaeT 04HOBPEMEHHYIO paboTy ¢ HeckonbKumu MK «bacToH-3».

5.4 HUHTerpauusi CUCTEM pacno3HABaHUS JIUIL],

B cucteme npepycMoTpeH crneumancHbii MHTepdenc ANnA MHTerpaumn CUCTeM pacno3HaBaHWA vy, —
moaynb «bactmoH-3 — Face». BsaumopgelicTBME CO BHEWHWMM CUCTEMamMM MPOM3BOAUTCA C
MCNo/sib30BaHMEeM MNPOTOKoMa Ha ocHoBe ctaHaapta ONVIF Profile A, C. UHTerpauma moxKeT ObITb
BbINOJ/IHEHA CUAaMU NPOU3BOAUTENEN BHELLHEN CUCTEMBI.

OcHoBHOM ¢$yHKUMel moayna sBnseTcs obecrneyeHue AOCTyna MoceTUTenei 4yepes TOYKM Npoxona
CUCTEMbI KOHTpOAA UM ynpasneHua goctynom (CKY[) nytém conoctaBieHUs M306parkeHusa nuua
YyenoBEKa, MNOJIYYEHHOrO C Kamepbl Buaeodukcauum ¢ ero d¢otorpadumeir, coxpaHéHHoit B MK
«bacTnoH-3».

Mogynb no3BonseT UCMNO/Ab30BaTb KaK pexum AByxdaKTopHOM ayTeHTUdMKaumu (No n3obparkeHuio
NMUA C MpUKNadblBaHMEM KapTbl AOCTYNa K CYMTbIBATENO), Tak W peXum ugeHtudukaumm no
n3obpaxeHuo anua. OgHOBPEMEHHO MOTYT ObiTb 3aJaHbl Pas/iMYHbIe PEXMMbl 4OCTyMNa AN PasHbIX
TOYEK Npoxoaa.

[ocTtyn Ha BbIGpaHHbIX TOYKax MPOXOAa BO3MOXEH ANA MOcCeTuTesneil C nponyckamu MobbiX TUMNOB
(nocTosiHHbIE, BpemMeHHble 1 pa3oBble).

JononHntenbHoO, mogynb NpefoCTaBiAeT BO3MOXHOCTb CO34aBaTb 8UPMYAsIbHbIE MOYKU npoxoda.

BupmyaneHasa mo4Yka npoxoda He CBA3aHa C peasibHbIM NPerpaxaatoLLmm yCTPOMCTBOM, HO NO3BONAET
OTC/IeXXMBaTb MECTOMO/IOXKEHNE MepcoHasa M MOCeTUTENEN B 30HAX, KOHTPOJIMPYEMbIX Kamepamwu
BnaeodmUKcaumm, NoAKAOYEHHbIX KO BHELLHEN cucteme.
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5.5 UHTerpauusi CTOPOHHEro OOOPYAOBAaHUSA MO CTAHAAPTHBIM
MPOTOKOJIaM

Opansep «bactmoH-3 — Modbus» npeaHasHayeH AAA MOHMTOPWHIA CcobbITUI M ynpaBaeHus
pasfNyHBIMK YCTPOMCTBaMK, nopaep:kusatowmmm npotokon Modbus. MNogaepsknsaemble Modbus-
KomaHabl: 0x01, 0x02, 0x03, 0x04, 0x05, 0x06.

O6opyaoBaHMe MOAKAOYAeTca C nomoulblo noptos RS-232/RS-485 (npotokon Modbus RTU) umam
Ethernet (npotokon Modbus TCP). HacTpolika o6opyaoBaHWs NPOU3BOAUTCA C  MOMOLLbLO
nporpammHoro obecneyeHuns, NOCTaBASEMOrO NPOM3BOAMUTENEM.

Cuctema nogaep:uBaet fo 16 ogHoBpemeHHo paboTatowmx COM-NopToB, Ha Kaxkgom nopty Ao 255
Modbus-ycTpoiicTe nepBoro ypoBHa (ana yaobcTBa Ha30BEM MX KOHTPOAJEPaMM, XOTA TUM He MmeeT
3HauyeHus). NapannenbHo apalisep obecneumsaeT paboTy A0 255 Modbus-ycTpoiicTB, NOAKAOYEHHbIX
yepes Ethernet. B Karkgom ycTpoiictBe noagepxusaetca go 2047 goyepHUX agpecHbiX ycTporncTs. Ana
KaXkAoro AoYepHero agpecHoro ycTpoicTea AOCTYNHO A0 65535 cobbITUiA. TaKKe AnA NobbIX agpecHbIX
YCTPOMCTB AOCTYMHO HECKO/IbKO KOMAHA, 3aBUCALLMUX OT TUNA NOAKAOYEHHOTrO 060pPYA0BAHMS.

AppecHble ycTpoMCTBA MOryT npeacTaBnaTb coboit coBmecTumble ¢ 0b6opygoBaHMEM pPas3UYHble
AAaTYMKM (TensioBble, ONTUYECKME M T. A.), WUCMOAHUTENbHble MOAYAW, KOHTPOAAEpbl UM npodvee
coBmecTmoe obopyaosaHue. Mpu 3TOM ApariBep He HaKAaAbIBAaeT OrPaHUYEHUI Ha TUM UCMO/b3YEeMbIX
aflpPecHbIX YCTPOMCTB, NPeA0CTaBAAA BO3MOXKHOCTb Bbibopa TMNna ycTpoictea B MK «bacTMoH-3».

[Opaiisep obecneunBaert:

e MHAMKaLMIO NOTEPU M BOCCTAHOB/IEHUA CBA3U KOHTPO/IJIEPOB C COOTBETCTBYHOLLMMM COBLITUAMM;

L OTO6pa)KEHVIe cobbiTuin oT agpecHbIX YCTpOﬁCTB, BK/1IO4aA WTATHbIE COGbITWr’I, HENCNPABHOCTU U
TpeBoru,

e LlBeToBOe OTObOparkeHne cocToAHUA /I0ObIX YCTPONCTB Ha rpadmMyeckom naaHe ob6bekKTa;
e HacTpoliky amHumM npnbopos B MK «bacTMoH-3» ¢ nomoLbto 06Lero KoHbUrypaTopa;
e BO3MOXHOCTb MMMOPTa M IKCNOPTa KOHPUrypaumii 8/us daiina;

e B0O3MOKHOCTb BbI6OPaA OTAENbHO COBLITUA U COCTOSHUA YCTPOWCTBA B 3aBUCMMOCTU OT AAHHbIX B
Modbus-perucTpax;

e OpHoBpemeHHbI onpoc yctpoincts no Modbus RTU n Modbus TCP;

e PasrpaHuuyeHue [OCTyNa K HacTpoikam fApaiiBepa B 3aBUCMMOCTM OT YPOBHSA MNOJIHOMOYMIA
onepaTtopa.

[OpanBep He obecneymBaeT HACTPOMKY annapaTHbIX YacTei cuctembl. Jaa HACTPOMKKN ANHMIA NpubopoB
cneayeT UCNONb30BaTb CTOpoHHee MO, nocTtasnsemoe ¢ 060pyA0BaHNEM.

6 KoMmiuieKTanus

Cuctema moXKeT NOCTaBAATLCA C annapaTHbIM MAM NPOrPAaMMHbIM CETEBbIM K/THOYOM 3aLLUTbI Guardant.

AnnapaTtHblii ceTeBOil KAy 3awmtbl Guardant noaknaioyaetcas K USB-nopTy KomnbioTepa,
MCMO/IHAIOLWEro Po/ib CepBepa CUCTEMbI. B K/loue A0/MKHbI HAXOAMTbCA /IMLEH3MM Ha BCE MOAYM
WHTErpaLMmu, KAMEHTCKME MPUIOMKEHUA W  BCMOMOraTe/ibHble MPOrpammMHble  MOAY/IM, KoTopble
MCNO/b3YIOTCA KOMMNbIOTEPAMM B COCTAaBE KOMMEKCA.
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I'lpm 3TOM He MMeeT 3Ha4YeHUA, Ha KaKnX KomMnbroTepax 6yp,yT MCNoNb30BaTbCA T€ NN UHbIE MOAYNN.
Mpu onpeaeneHnn KoauyecTsa MoAy/Nel yKasbiBaeTCA KONMYECTBO OAHOBPeMEeHHO paboTalowmx
3K3eMNAAPOB KaKAoro Moayns B cucteme. B npouecce skcnayaTaumMmM mMoayam MOryT 3amycKaTbCa Ha
nobbix MK, Bxoaawmx B UCb Ha ocHoBe MK «BbacTnoH-3».

Cepeep cuctembl MK «BacTMOH-3» B KaxAol cucTeme ycTaHaB/AMBaeTCcA Bceraa B eAMHCTBEHHOM
sK3emnnape. McnonHeHme cepsepa CMCTEMbI OnpeaenaeT CMCOK AOCTYMNHbIX MOAYNEN, KOTOPbIE MOTYT
MCMONb30BaTbCA COBMECTHO C 3TUM 3K3eMNAApoM cepBepa. McnonHeHue cepsBepa CUCTEMbI He
HaKNafblBaeT orpaHNYeHUin Ha KOJIMYECTBO MPOMNYCKOB B CUCTEME.

BapuaHm ucnonHeHus «Ha4anbHbili» npegHasHayeH Ans 06BHEKTOB, rae He TpebylTcAa paclMpeHHbIe
BO3MOMHOCTU CUCTEMbI, 3[eCb [AOCTyNHbl BCE Hambosiee 4YacTo UCNOJib3yeMble MNOACUCTEMbI
6e3onacHocTu, Bkatovasa ONC, CKYA, TBCH.

Hoctyn K 06HOBAEHMAM CUCTEMbI B TeyeHue 1 roga C MOMEHTa 3anMcu CepBEPHON NIMLEH3UN B K/OY
3aLWMUTbl CUCTEMBbI.

BapuaHm ucnoaHeHuss «CmaHOapmHsIli» OTKPbIBAaE€T BCE OCHOBHbIe BO3MOXHOCTHU MK «BacTnoH-3» ann
JIOKaNbHbIX 06BEKTOB, BKIOYAA NOAAEPKKY NEPUMETPANbHbLIX CUCTEM OXPaHbl, MOALEPKKY BCEX BUAOB
bromeTpun, UCNOb30BaHME MOAY/IE NOAAEPKKM OTKPbLITbIX MPOTOKOM0B UHTErpaLLMmn, BOSMOXKHOCTU
ncnonb3osaHuA API MK «bacTMoOH-3».

Joctyn K 06GHOBNEHMAM CUCTEMbI B TeYeHMe 2 NeT C MOMEHTA 3anucu CepPBEPHOMN JINLEH3UN B KoY
3aLWMTbl CUCTEMBI.

BapuaHT ucnonHeHua «KopnopaTuMBHbIM» AaeT AOCTyNn KO BCEM BO3MOMHOCTAM cucTembl 6e3
orpaHuyeHunit. Mo cpaBHeHUO co «CTaHAAPTHbIM», [06aBNAOTCA BO3MOMKHOCTM  MNOCTPOEHMA
pacnpegeneHHbix cuctem Ha 6a3e K «bacTMOH-3» U BO3MOXKHOCTb MCMNONb30BaHMA CaMblX
COBPEMEHHbDIX TEXHOJIOFMI, TAaKMX Kak cuctembl npoTmsogerictema BIMNA. Mogxoant ana obbekTos
TPAHCNOPTHOM MHGPACTPYKTYPbI.

ﬂ,OCTyFI K OOHOB/IEHMAM CUCTEMbI B TeYeHWe 3 NeT C MOMEHTa 3anucu cepBepHof/'l JTNLEH3UN B K/OY
3aWNTbl CUCTEMBbI.

Mogaynb «bacTnoH-3 — MocT oxpaHbI» NpegHasHayeH ANs opraHM3auuMu paboyero mecta oxpaHHWKa /
onepaTopa npoxogaHoi. ObecneunBaeT onepaTMBHOe HabAlAeHME 3a TeKywel cuTyaumein u
cobbITUAMM 1 OMepaTMBHOE yrpaB/ieHne YyCTPOMCTBaMU, B COOTBETCTBUM C 3a4aHHbIMM MNOJIHOMOUYNAMM
M pacnucaHuamu. HacTpauBaemblii NOb30BATENbCKUA MHTepdeinc Moayns Mno3BoAseT caenatb
B3aMMoZeNncTBMe NPorpaMmmbl M onepaTopa MakCMManbHO AOCTYMHbIM U YAOBHbIM A4 onpeaesieHHOro
COTPYAHUKa u/unu poau B npouecce GyHKLUMOHMPOBAHMA CUCTEMbI HE30MNacHOCTM.

Moaynb «bacTMoH-3 — BIOpo NPONYCKOB» NO3BOMIAET aBTOMaTU3MPOBaTb onepauun (co3gaHue,
pefakTMpoBaHue, yaaneHue nponyckoB, HAaCTPOMKa YPOBHEW A0CTyNa, BPEMEHHbIX 30H, NPa3gHMYHbIX
OHeMl, LeHTpannM3oBaHHOe BHECEHME B CUCTEMY BUOMETPUYECKMX NAEHTUPUKATOPOB, XPaHEHME apXMBa
NPOMycKkoB M T.4.), NPOU3BOAMMbIE CO BCEMM BMAAMWU NPOMYCKOB, MOAAEPKMBAEMbLIX B CUCTEME
«BbacTnoH-3». BKAlOYaeT noAcucTEMbl CO34aHWA MaKETOB MPOMYCKOB M MNe4yaTuM Ha KapTax goctyna.
MNoanepxKa paboTbl C maTepuanbHbIMWU U TPAHCMNOPTHLIMU MNPOMYCKaMK AOCTYNHA MNpPU HaAUYUK
cepBepHoOM anueH3nmn «bactmon-3 — MTM».

Mopagynun «bactnoH-3 — YPB», «bacTnoH-3 — OTueT» nos3sosalT 3anyctuTb Ha aobom MK no ogHomy
3K3eMNAsApY reHepaTopPOB COOTBETCTBYHOLLMUX OTHETOB.
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UcnonHeHne moaynei nHTerpaumm BbibMpaeTca MO  KOAMYECTBY MNOAKAOYAEMbIX K cucTeme
npubopos/BraeokaHanos. Cnocob NOAKNOHEHMA YCTPOUCTB MOXKET BbIThb H06bIM M3 NPeayCMOTPEHHbIX
npoussoautTenem npubopos: K OAHOMY MOPTY, K HECKOAbKMM MopTam, K pasHbiM cepsepam
obopyaoBaHus, K cetTu Ethernet, a Take KOMBMHaUUA 3TUX BapUaAHTOB.

Mpu 3anycke moAayna UHTErpauuvm BbINONHAETCA MPOBEPKA Yncia NpMbopoB, paspeLlleHHbIX B Katoue
3aWmTbl, U UX AKTUYECKOro KosimyectBa B cucteme. MecTto M cnocob nogknatoyeHus npubopos K MK
3HaAYeHUA He nmeer.

MO3KHO NPUOBPECTM HECKOIbKO PasHbIX UAN OAMHAKOBbLIX UCMOJIHEHUI OAHOTO U TOrO e moaynsA. B
3TOM CAy4Yae 4YMCI0 NoAdepKMBaembix NpubopoB cymmupyetca. Hanpumep, gna noaaep:kkm 140
KOHTponnepoB ELSYS moxHO npuobpectn 14 nnueHsuii Ha «bactmoH-3 — ELSYS» (Mcn.10).

Moaynu WHTerpauun BUAEOCUCTEM KOMMIEKTYIOTCA UCNOAHeHuAMU no 10 KaHanos. To ecTb, ecnu
HeobxogmMmo obecrieuntb paboTy 26 BMAeOKaHanoB, cneayeT npuobpectn 3 moayna, paboTatowmx
0ecATbIo KaHaNaMu. s HEKOTOPbIX MOAYNeil MHTerpaumnmn BUAEOCUCTEM CYLLLECTBYIOT AONOIHUTENbHbIE
moaynu pacwmpeHna GyHKUMOHANbHOCTU. 3T Moayau A06aBAAIOT BO3MOMKHOCTM MoJydYaTb cobbITUA
aHaIUTUYECKUX [OEeTEeKTOPOB Kamep W npuobpeTaloTca AONOAHUTENbHO K OCHOBHOMY MOAY/HO
uHTerpauumn. [puobpeTeHne moaynas pacwmpeHns OYHKUMOHANbHOCTM BO3MOMHO TONbKO B
[ONONHEHWE K COOTBETCTBYIOLLEMY MOAYAIO MHTerpaumm. Mogynu pacwmpeHna GpyHKLMOHANbHOCTU
NoCTaBAAIOTCA MOKaHanbHO (No 1 kKaHany).

Moaynn uHTterpauuu 6MOMeTpM'~IeCKMX cuutbiBaTenei MOryT MCNOo/1b30BaTbCA COBMECTHO C noboit
CKya.

Mopaynu wHTerpauum KomnaekcoB 6uomerpuueckoit uaeHTMPUKaumm no wusobparkeHuam nuy,
(«BactmoH-3 — SecurOS FaceX», «bacTMoH-3 — Face») TpebyoT Haanuma KoHTponnepos ELSYS-MB (Light,
Std, Pro, Pro4) unu ELSYS NG, nopgkntoueHHbix 4yepes ELSYS-MB-Net wnm ELSYS-MB-Net-ll gns
yrnpaB/ieHMA 3anMpatoMMmn ycTponcTeamu, U moaynsa «bactnoH-3 — Elsys» ana HacTpoOMKKN M NPOBEpPKM
nonHomouui nosbzosatenenn CKY/.

Te ke TpeboBaHWA ANA YNPaBAEHWUA 3aNMpPaAlOWUMKU YCTPOMCTBAMM MPenbABAAIOTCA U MOAy/iemM
«bacTtnoH-3 — Elsys Mobile».

Mogaynb «bactMoH-3 — UKC» moxKeT pabotaTb ogHOBpPeEMEHHO ¢ HecKobkumu MK «bactMoH-3». Ons
KaXkgon u3 cuctem, obcny:KMBaemblx 3TUM Mogy/em, Heobxoammo npuobpetaTb OTAENbHbIN Ktou
akTMBaumu. Hanpumep, ecanm 3 o0b6beKTa c ycTaHoBaeHHbIM [MK  «BbacTnMoH-3» Heobxoaumo
MHTErpupoBaTtb ¢ eguHoi cuctemoi VisitorControl, To HeobxogmMmo npuobpectn 3 sK3emnaApa Kawo4da
aKTMBALUMKM Ha Moaynb «bacTnoH-3 — MKC» — Nno ogHOMY Ha KaXKabl UHTErPUPYEeMbIi OOBEKT.

Moaynu «bactmoH-3 — Be6-3anBka», «bactuoH-3 — UKC», B CBA3M C 0COOEHHOCTAMM UX apPXUTEKTYPHI,
OONONHUTENIbHO MCMONbL3YIOT MNpoueaypy aKTMBaUUKM C MPUBA3KOW K annapaTtHOM KoHdurypauuu
KOMMblOTEPA. AKTUBALMA BbINOJHAETCA B MOMEHT YCTAaHOBKU CUCTEMBI, MPU HAJIMUMUW B KAOYE 3aLUUTbI
COOTBETCTBYIOLWMX MNO3UUMA. [OnA aKTMBaAUUKM HeobXxoouMMo 06paTUTbCA B CAYKOY TexHU4YecKow
nogAepKku. Mpu nepeHoce 3TUX MOAY/El Ha APYroi KOMMboTep HEOHXOAMMO NPOBECTU MOBTOPHYHO
aKTUBALMIO.

Mopagynb «bactnoH-3 —MUH» obecneumBaet paboTy noacuctembl nepegayvm cobbitnii mexay WCb
aBTOHOMHbIX 0OBHEKTOB, KaXKAbI U3 KOTOPbIX UMEET CBOM cepBep 6a3bl AaHHbIX. Koy akTMBaLMK 3TOro
MoAyna poneH 6biTb 3anuMcaH TOMbKO B KAOYM O0O6bEeKTa, Ha KOTOPOM pPacnosiodKeH MnocT
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LeHTpPaNAn3oBaHHOro HabawaeHua. Konnuectso moayneit - 1 3K3eMNAApP Ha KaKAblii aBTOHOMHbIN
06BbeKT co cBoelt bll, nogKntoyaemblt K gaHHomy MLH.

Mopaynb «bacTnoH-3 — Pennukauua» obecneymBaeT paboTy noacuctembl penamKkaunmn (CUHXpoOHMU3aLUn
AaHHbIX) MPONYCKOB NO/Ib30BaTe/IeN MeXAY aBTOHOMHbIMU 06bEKTAMU, UMEOLLMMU COOCTBEHHbIE Hasbl
OaHHbIX nosib3oBaTtenen. [na Kaxaoro obbekTa, y4YacTBYIOWEro B PENIMKAUMK, B €ro K/tod 3alumTbl
3anucbiBaeTca 1 sk3emnaap moayna.

Mogaynb «bactnoH-3 — CC TMK» npegHasHavyeH ana nepenadn cobbitmii ns MK «bactmoH-3» B cuctemy
cbopa pe3ynbTaToB TEXHMYECKOr0 MOHMTOPUHIA WU  KOHTPOAA O6BLEKTOB TPaHCMOPTHOWM
mHdpacTpyktypbl (CC TMK). Moaynb nocrtaBnsetcas B coctaBe [1AK-oB, cepTMdUUMPOBAHHbLIX Ha
cooTBeTCcTBUE TpeboBaHMAM nocTaHoBAeHUA MMpaBuTenbcTBa PO Ne969 «06 yTeepKaeHUN TpeboBaHMi
K ®YHKUMOHANbHbIM CBOMCTBAM TEXHUYECKUX CPeacTB obecneyeHuAa TPaAHCMOPTHOM 6He3onacHoOCTU U
Mpasun obasaTenbHOM cepTUdMKALMM  TEXHUYECKUX  CcpeacTB  obecrneyeHusa  TPAHCMNOPTHOM
6esonacHocTu». Moaynb obecneunBaeT BbinosHeHue B [K «bacTmoH-3» TpeboBaHWUI yKa3aHHOro
NoCTaHOBAEHMA K cucTemam cbopa n 06paboTkm MHbopmauuu.

MonHbii nepeveHb moaynein MK «bacTMOH-3» AOCTYNHbIX ANA 3aKa3a NpPeAcTaB/ieH B Mpaic-aucTe,
pa3mMelLéHHOM Ha opuumanbHom canTe K «TemHMpo» — https://www.twinpro.ru/kupit/prices/.

7 CHMCOK COKpaleHuun

TepmuH OnpepeneHue

MK MporpammHbIin KoMnieKc

AC3M ABTOMATU3MPOBAHHAA CUCTEMA 3aKa3a NPOMYCKOB
91} basa AaHHbIX

MKC MHTerpayma KagpoBbIX CUCTEM

nc MHpopmauMoHHan cuctema

nCb NHTerpupoBaHHana cuctema b6esonacHoCcTu

MTN MaTtepunanbHble 1 TpaHCNOPTHbIE MPONYCKa

onc OxpaHHO-NOXKapHaa CMrHaAM3aunA

oC OnepaunoHHasa cmctema

NAK MporpammHo-annapaTHbIN KOMNAEKC

na [MepcoHanbHble faHHble

nviB MporpammHO-maTeMaTUyecKoe BO3AeNCTBME
nuH MocT ueHTpann3oBaHHOIO HabatoaeHUn

CKY[, Cuctema KOHTPOAA M yNpaBaeHUA A0CTYNOM

COO Cucrtema OXpaHHOro ocBeLLeHmA

con Cuctema oxpaHbl nepmmeTpa

COoT Cnctema oxpaHHaA TeNeBU3MOHHaA

CCTMK Cucrema cbopa pesynbTaToB TEXHNUYECKOrO MOHUTOPUHIA U KOHTPOAS
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ccon Cuctema cbopa 1 06paboTkM MHbOpMaLMm

CYB/, CucTtema ynpasneHusa 6asamm AaHHbIX

YPB YuéT paboyero BpemeHun Ha ocHoBe AaHHbIx CKY/],

OPC OLE for Process Control

OPC-DA MpoTokon Data Access ctaHgapTta OLE for Process Control
SNMP Simple Network Management Protocol

XML Extensible Markup Language

8 TI'ioccapuit
ABTOpMBEILI,VIﬂ — 3TO npepgoctasaeHmne OﬂpeAenéHHbIX npas.

Ecnv naeHTMdMKauma n ayTeHTUPUKaLMA NPoLWamM yCrnewHo, 1 napa JIorTMH-Naposib BEPHbI, TO cUCTEMA
npeaocTaBMT NOJIb30BATEO AOCTYN K €r0 pecypcam, TO eCTb NPOMU30MAET a8MopuU3ayus.

Mpouecc Bcerga nNPOUCXOAUT TONbKO B TaKOM MopAdKe: wuAaeHTUGUKaUMA, ayTeHTUdUKaums,

aBTOpM3aumnA.

AyTeHTUPMKaumMa — 3TO npoueaypa NPOBEPKM MNOAJMHHOCTM, AOKasblBalOLWan, YTO NO/b30BaTe b
WMMEHHO TOT, 3a Koro cebs Bblgaer.

Mocne naeHTMdUKaLmm cnegyert NPoLecc ayTeHTMMKaLUK, B KOTOPOM MoJIb30BaTE/t0 HYKHO 40KA3aTb,
YTO OH ABAAETCA YE/SIOBEKOM, KOTOPbIN PErMcTpMpoBancA nofA YKasaHHbIM MNpU MaeHTUUKALUK
UMEHEM.

[Ons pokasaTtenbcTBa HEOBXOAUMO HanUYMe OAHOTO M3 TUMOB ayTEHTUDUKALMOHHbIX JaHHbIX:

* HeuTo, Npucyllee TONbKO NOAb30BaTeN0. bBuomeTpuyeckue gaHHbIe: CKaHepbl ANLA, OTNeYaTKM
nasbLUeBs UAM ceTYaTKK rnasa.

* HeuTo, u3BecTHoe To/bKO nosb3oBaTento. Cioga OTHOCATCA pin-Kogbl, Naposu, rpadpuyeckune
K04 M, CEKpeTHble C0Ba.

* Heuto, nmetloweeca y nosab3osatend. B gaHHOM KayecTBe MOXKET BbICTynaTb TOKEH, TO ecTb
KOMMaKTHOe  YCTPOWCTBO, nNpeAHasHayeHHoe Aana  obecneyeHna  MHGOPMALMOHHOM
6e30nNacHOCTM MONb30BaTeNA, TaKXKe MCMosb3yeTca AN uaeHTUGMKauum Bnagenbua. Camble
NMPOCTble TOKEHbl He TPebytoT PU3MYECKOro MOAKAOYEHMA K KOMMbIOTEPY — Y HUX MMeeTcs
aucnnen, rae oTtobparkaeTca UMCAO, KOTOpoe MNo/ab3oBaTeNb BBOAUT B cCUCTeMy AAA
OCyLLLeCTBNEHNA BXOAa; 6osiee CNOMKHbIE MOAKAIOHAOTCA K KOMMbioTepam nocpeactsom USB u
Bluetooth-nHTtepdoericos.

BuomeTpUUuecKUii cumutbiBaTeNlb — 3TO CUYUTbIBATE/lb, KOTOPbIM BOCMPUHMMAET BUoMeTpuyecKkue
Npu3sHaku (nuua, nanblbl, Nag0HWU, Pady»KHYO 060/04YKY, ronoc U T.n.) U BblAaeT UAeHTUPUKATOP
nonbsosatens CKY/[ (Homep KapTbl goctyna).

XoTa 601bWNMHCTBO BUOMETPUYECKUX CUMTBIBATENEN TaKKe ABAAKTCA NOJIHOLUEHHbIMU KOHTPOAAEpamm
CKY[, B bactMoH OHW WHTerpupoBaHbl NPOCTO KaK CYUTbIBATENM, TO €CTb OHW MOAKAKYAOTCA K
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KoHTponnepam CKY[A Elsys no uHTepdelicam cumtbiBaTenel (Wiegand, Touch memory, OSDP). Bca
npoBepKa NoJIHOMOYMIM (YPOBHEN A0CTYNA) OCYLLECTBAAETCA KOHTponaepamu Elsys.

BuomeTpuyecknii cunTbiBaTeNlb He ABAAETCA OTAe/IbHbiM TUNom yctpoictBa B MK "BactnoH-3" u
npeAcTaBAeH NPOCTO Kak CunTbiBaTeNb.

BuomeTpuueckuini wabnoH — 3T0 Habop AaHHbIX, nNpeacTasasAlWmMX coboil BuomeTpuyeckne
XapaKTepUCTUKM 3apermMcTpMpoBaHHOro Noab3oBaTens.

BupTyanbHaA TOYKA NPOX0Aa He MMEET NperparkaatoLero ycTpoicTea. Mcnonb3lyetca B Elsys Mobile n 8
ApaliBepax CUCTeM pacno3HaBaHWA nuu. MOoXKeT Mcnonb3oBaTbcA B NOObIX ApYrux ApaiiBepax
HeKoonepaTUBHON BMomeTpun ana Gpukcauum Gpakta HaanuMsa YesoBeKa B 30HE KaKoro-nMbo gatyumka.
Huuto He mMewaeT caenaTb BUPTYaNbHYIO TOYKY M Ha 6a3e obbiuHoin CKY[ Elsys (Hampumep, npocTo
CYMTbIBATE/Nb Ha CTEHE). BUpTyanbHaa TOUKa Npoxoaa MOXKEeT MUMeTb O4MH MU ABa CYMTbIBATENA U ObITb
OLHOCTOPOHHEN WMAW OBYXCTOPOHHEW, KaK M Aobas apyras Toyka npoxoga. Hanpumep, B ciyyae
pacno3HaBaHMs UL, BUPTYasibHaA TOYKA NPOX0Aa MOXKET ObiTb CBA3aHA C OAHON MAM ABYMA Kamepamu,
BbINO/HAOWMMM pacno3HaBaHWe. B 3Tom ciyyae Kamepbl UTPatT PoJib CHUTbIBATENEN.

OTaenbHOro TMMa YCTPOMCTBA A5 BUPTYasibHbIX TOYEK Npoxoaa B bacTnoHe HeT. B B/ 310 ABepb.

BopoTta — 3T0 0AMH M3 TUMOB TOYEK Npoxoaa. B uenom seaet ceba Kak [lBepb, HO A1 BOPOT BOSMOXKHA
AononHuTenbHas KomaHga "Cron" (OCTaHOBUTb NpoUEcC OTKPbITUA WM 3aKpbITUA  BOPOT).
TaKKe, COOTBETCTBEHHO, BO3MOXHO cocToAHMe "TonyoTKpbITo".

ABnseTca oTAeNbHbIM TUMOM ycTpoicTBa B MK «BacTUOH».,

BpemeHHasa 30Ha — 3TO WHTEpPBan BPEMEHM, aKTUBHbIM B onpeaenéHHble, HacTpaMBaemble AHU
pacnucaHua.

Mepuod epemeHHOU 30HbI MOXET U3MeHATbCA B nNpeaenax oT 1 go 31 aHa (echm 3To nogaepkuBaeTcs
obopyanoBaHnem CKY/[l) u BKAtOYATb ABa TUNA UCKAIOUUTE/IbHBIX AHEN: «MPasgHUK» U KKOPOTKUIA OEHbY.
BpemeHHble 30Hbl Tak¥e MOryT 6biTb COCTaBHbIMU. TakMM 06Pa3OM MOMKHO COCTaBMTb pacnucaHue
NPOW3BO/IbHON ANUTENbHOCTU, bonee yem Ha 31 AeHb (Noaaep:KKa TakKMX BpeMeHHbIX 30H peasin3oBaHa
B KOHTpoanepax Elsys). Hanpumep, MoxKHO onpeaenntb BpemeHHy 30Hy ¢ 8:00 ao 17:00, akTUBHYIO MO
pabounm aHam (NH-NT) ANa HeaeNbHOro rpaduKa.

BpemeHHoI 610K npepcTaBnset coboit Habop BpemMeHHbIX 30H. Ecan TpebyeTca coCTaBUTb CAOXKHOE
pacnuncaHune, cocTosALLee U3 HECKOIbKUX Pa3HbIX BPEMEHHbIX MHTEPBA/IOB, TO UCNO/b3YOTCA BPEMEHHbIE
6.10KN.

Hanpumep, ecnu TpebyeTcs caenatb ypoBeEHb A0CTynNa, akTuBHbIN ¢ 8:00 go 13:00 n ¢ 14:00 go 18:00 B
pabouune AHW, TO crnenyeT co34aTh ABe BPEMEHHbIE 30HbI U 06BEAUHUTL UX B OAUH BNIOK.

B ypoBHAX A0CTyna MCNo/b3yloTCA HENOCPeACTBEHHO BpemeHHble 6/10KW, AaXKe eCln OHM COCTOAT U3
OZIHO BPEMEHHOM 30HbI.

Fpaduuecknini nnaH — 3TO NAAH WAWM KapTa oxpaHaemoW TeppuTopun. Kaxkpan Tepputopus moXKeT
0TOOPaXKaTbCA Ha OTAE/IbHOM MJ1aHe (Hanpumep, MOMKHO WMCMOJIb30BaTh MO3TAXKHbIE MJaHbl 34aHUINA).
MnaH coCcToMT M3 NOSJONKKK, 3arpyaemon u3 BHelwHux ¢annos (DXF, JPG) n Habopa rpaduyeckmx
3/1eMEHTOB, CBAI3aHHbIX C ycTpolicTBamu bacTnoHa. MoanokKa MoKeT 6biTb BekTopHOW (DXF), npu atom
n3 DXF umnopTupytoTcs He BCE 3/1eMeHTbl, @ TO/JIbKO OCHOBHble. lMnaH ABnseTca yctpoicteom [MK
"BacTnoH-3", No3TOMy MOMKET MMETb NMUKTOrPaMMy WM y4acCTBOBaTb B CLEHAPMAX Yepe3 COBCTBEHHble
aencrteusa. Hanpumep, MOMKHO MO COObITUIO MNEPEeKNYUTBCA Ha 3af4aHHblA MaH MAM  BbI3BaTb
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npeaycTaHOBKY N/aHa).
paguveckue anemeHmesi B BacToHe MOryT 6bITb CleAyOWUX BULOB:

*  [luKmoepamma - BEKTOPHbIA CXeMaTUYECKM PUCYHOK ycTpolicTBa. CBOM MUKTOrpamMmbl ecTb
NoyTM ANA BCEX TUMOB YCTPOWCTB. [MMKTOrpaMmbl MOMKHO pPefaKTMpPOBaTb B CheLMasbHOM
pefakTope.

*  MHO020y20bHUK - UCNOAb3yeTcA Aia 0603HAYEeHMA 3aMKHYTOW KOHTposnpyemon obnactu, u
06bIYHO CBA3bIBAETCA C 30HAMM OXPAHHOM / NOMKAPHOM CUTHANMU3ALMM.

* [lepumemp (NOMAHAA AUHUA) - CNELManbHblA 31eMEHT A/A OTobpakeHMA NepumMeTpos.
MopneprkmBaeT oTobpakeHWe TPeBOr Ha 33a[4aHHOM y4acTke nepumetpa. Npu 3Tom, moxeT
0TOBparkaTb MHOXECTBO OAHOBPEMEHHbIX TPEBOT HA O4HOM NEPUMETPE.

OZHO M TO Ke YCTPOMCTBO MOXHO OTOOPasuTb Ha OAHOM WJ/IM HECKOJIbKMX MaHax HECKOJ/IbKO pas.
Hanpumep, Ha nnaHe "O6wmin Bua" 1 Ha naaHe "JeTanbHbl 1-ro ataxa" moryT oTobpakaTbCs o4HU U
Te »Ke ycTpoicTtsa. [paduyeckne naaHbl 06beAMHAOTCA B HAbOpbI N1aHOB.

Kaxkablt rpaduyecknin nnaH umeeT HasBaHWe W npuoputeT. MpuUopUTET NaaHa WUCMNOb3YeTCa npu
aBTOMATUYECKOM MEpPEK/IOYEHNN NAaHOB Mo Tpesore. [pu TpesBore € onpeaenéHHbIM YCTPOCTBOM,
6yaeT NpousBeaeHO MepeKkntoveHre Ha naaH ¢ HanbonbluMM NPUOPMTETOM M3 TeX, Ha KOTOPbIX 3TO
YCTPOMCTBO PacnoNoKeHo.

fpynna ynpaBneHusa oxpaHou (FYO) onpepenser npasa nonb3osaTeneit CKY[ no ynpasneHuio
YCTPOMCTBaMM OXPAaHHOW CUrHANN3aLUMN.

Mpynnbl ynpasneHuna oxpaHoi B MK «bacTMoH-3» noageprkMBatoTcA Ha CMCTEMHOM ypoBHe (T.e. Ha
YypoBHE A4pa) U MOTyT BKIKOYATb 3/1EMEHTbl PasHbIX ApaisepoB. FPynnbl ynpaBAeHUsA OXPaHOU He
asnaTca ycrtporctBamu MK «bactnoH-3». Fpynnbl ynpaBieHMA OXpPaHOW He CBA3aHbl C YPOBHAMM
poctyna CKY[, aTo oTaenbHasa cywHocTb. lNoaaepyKa rpynn ynpas/ieHUA OXPaHOM Ha CUCTEMHOM
ypoBHe No3BosAeT e4MHO06Pa3HO yNpasAaTb NpaBamMmmu No/b3oBaTeNell CUCTEMbI Ha MOCTAaHOBKY/CHATUE
C OXpaHbl ans Bcex apansepos MK «bacTMoH-3».

YO pgenatca Ha npo2pamMMHbIe U annapameHsle.

AnnapamHseie YO Bcerga OTHOCATCA K OQHOMY 3K3eMMAAPY ApaiiBepa W HanpAmylo 3anucbiBaloTcs B
COOTBETCTBYIOLUME KOHTPOJ/IEPLI. JIOTMKA YyMNpaB/ieHUs C MCMO/b30BaHUEM annapaTHbix YO moxet
paboTtatb 6e3 yyactua MK «bacTMoH-3».

lpoepammHeie YO moryT cogepaTb dN1€MeHTbl, OTHOCALLMECA K pPa3HbIM 3K3emnaAapam M Kaaccam
Apansepos. NporpammHble N'YO o06beanHsoT annapatHbie MNYO.

AnnapatHble YO moryT BK/AtO4YaTb yCTpoicTBa Tuna «Pasaen» n «pynna pas3aenos», NpuBA3aHHble K
OLHOMY M TOMY K€ 3K3emnnsapy gparvisepa. MNporpammuble YO rpynnmMpyroT ToNbKO annapaTtHble MYO.
Kaxpgana nporpammHas YO MoKeT cogepKaTb O4HY UM HECKO/IbKO annapaTtHbix YO, HO He 6osiee Yyem
Nno OAHOM OT KaXKA0ro aK3emnaapa Apansepa.

Mpn BKAKOYEHUW 3/IeMeHTOB B anmnapaTHble YO pna Kaxaoro snemeHTa YKa3blBaeTCA MNPU3HaK
BO3MOXHOCTM CHATUA C OXPaHbl. [1pn 3TOM NOCTAaHOBKA Ha OXpaHy AOCTyMnHa Bcera.

Ona kaxpgon NYO onpepeneHo «[paBo Mcnonb3oBaTb 418 NPONyCcKa». OTO NPaBo 334aETCA HA YPOBHe
ponan onepaTopa. Onepatop, ANA POAM KOTOPOro 3TO NPABO HE 33a4aHO A1A TPYNnbl ynpasieHWA
OXPaHOM, He MOKeT Ha3HaunTb Nponycky 3ty MNYO.

ABepb — 3T0 OAMH U3 TUMNOB TOYEK NPOXOAa. OTnunyaeTtca 1em, 4TO ABepb He NO3BOJIAET OoNnpeaennTb,
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CKOJ/IbKO /Il0AeN M B KAKOM HamnpaB/ieHUM peasibHO BOCMO/1b30BA/IOCh OTKPbITON ABEPbLIO (MOMKET bbITb OT
Hyns 0o 6eckoHeyHocTn). CobbiTns "daKkTnyeckmii npoxoad" ana asepeint popmupyroTca, Koraa nBepb
peanbHO OTKPbLIAM MOcC/ie NpeaocTaBaeHua AocTyna. Kak npasuio, ABepb MMeeT AaTuMK 3aKpbITuA
ABepu, No3BoNAWMIA GUKCUPOBaATL cobbiTUA "YaepKaHue asepn” (ABepb OTKPbLIAU U HE 3aKPbIBAIOT B
TeYyeHne HEKOTOPOro 3aJaHHOro BpeMeHM), a TakKe coctosaHni "OTKpbITo" 1 "Hopma".

Dpaiieep MK "Bacmuoh-3" — 310 Habop Moaynein, pPeanusylolInMX WMHTErpaumio C Kakon-nmbo
noacuctemoin 6esonacHoctTn. Kak npasBuno, ApaiBep COCTOUT M3 OCHOBHOIO MOAYAA, KOTOPbIA
BbINONIHAETCA Ha cepsepe 0b6opydosaHua W KoHgpuaypamopa opalisepda. Kpome Toro, ApamsBep mMoXKeT
copepXatb AONONHUTENbHbIE MOAYAW, BCTpamBaemble B APM cuctembl. Hanpumep, ppansepsbl
6MOMETPUYECKMX CUCTEM MOFYT BCTPaMBaTb MOZAY/IM HACTO/IbHbIX BUMOMETPUYECKUX CYMTbIBATENEN B
APM "Btopo nponyckos".

C KaxablM ApanBepom noctasnsetca galin onpedenerHus opalisepa (driver definition text) - ato daiin ¢
pacwuperHnem ddt B popmate XML. B stom daine onpegenstorca:

* HasBaHue, nageHTMOMKaTOp, TUM, BEPCUA U HEKOTOpPbIE Apyrve napameTpbl gpaiisepa (KopHeBoM
y3en driver).

* CN1COK TUMNOB YCTPOMCTB, NogaepuBaembix gpansepom (ysen devTypelist).

* CMMCOK BO3MOXKHbIX CODbITUI AN KaXK40ro TUMna yCTpomncTs, NoaaepKuBaembix gpansepom (ysen
messagelList).

* CN1COK BO3MOMKHBIX KOMaH4, 418 KaxKA0oro TMna ycTpoWCTB, NoagepKuBaemblx gparisepom (ysen
actionList).

* KOHTEKCTHOE MEeHI0 A8 NUKTOrPaMMm KaxKaoro TMna ycTpoucTs (y3en menu).

* Ucnonb3yemble gns gparieepa npodunm nonbsosateneit CKY/ (ysen ProfileTypelist).
* Noaaep*knBaemble rpynnmMpoBKM ycTponcTs (y3en groupTypelist).

* NonnTMKa nnueH3nMpoBaHua gpansepa (ysen licenseStrategy).

Ha ocHoBaHMM AaHHbIX B 3TOM ¢aiine, Npyu NepBom 3anycKe cepsep cucTembl MmnoptupyeT B B/l Bce
HeobxoaMmble AaHHble 0 ApaiiBepe.

TakKe, ApaliBep MOXKeT WCNOo/b30BaTb YHMBEPCAsbHbIA KOHUrypaTtop ApanBepoB. OnA 3TOro oH
OOJIKEH BKAOYATb cneumanbHbi dan B dopmaTe XML, copeprkawmii onpeaeneHma napameTpos Ans
3TOro KoHpUrypaTopa.

NaeHTudUKaTop nponycka - 3TO HEKOTOPbIM KoA, MO KOTOPOMY OAHO3HAYHO WAeHTMbUUMpyeTca
aKTUBHbI nonb3oBaTtenb CKY/, (Bnageneu, akTMBHOIO Nponycka). 3TOT KOZ, MOXKEeT XPaHUTbCA Ha KapTe
aoctyna (CARD ID nnu 3HayeHue, 3anMcaHHOe B ONpeaenéHHYo 3allmLLeHHY0 061acTb NamAaTU CMapT-
KapTbl), BblAaBaTbCA BUOMETPUYECKMM CUUTbIBAaTENEM MNPW pacrno3HaBaHWUW. TaKkKe OH MOMKeT 6biTb
nonydyeH us QR-Koaa, TO ecTb Hocumenu VaeHTUPUKaTopa NPonycka MoryT 6bITb Pas3IMYHbIMM.

NaeHTUdUKaTOp NPonycKa MOXKeT MMeTb pa3MepHOCTb OT 3 A0 6 6alnT (cm. popmamesl Homepos Kapm

docmyna).

buomempuyeckue waba0HbI He ABAAIOTCA HENOCPeACTBEHHbIMU MaeHTUdUKATOpamMM Mponycka.
B cnyyae ucnonb3oBaHua buometpuueckmx CKY[ kaxkgomy Habopy 6uomempu4yeckKux wabsioHos,
NpuUHaaneXalwmx og4HOMYy YeNoBeKy, CTaBUTCA B COOTBETCTBME KaKoU-NMbo uaeHTUdMKaTop NponycKa.
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MmeHHO 3TOT naeHTUdUKaTop nepenaérca Ha Bxon KoHTposanepos CKY/[, B KauecTBe HOMepa KapTbl.
TakKe MOryT MCNoNb30BaTbCA Apyrve npeobpas3osBaHuAa. Hanpumep, Homep MaLlIMHbI MOXKeET ObITb
npeobpa3oBaH B HOMep KapTbl.

B MK "BactMoH-3" BuomeTpuyeckue WwabnoHbl OTHOCATCA K cywHocTM "lMepcoHa" (K oaHOW mepcoHe
MOeT ObITb MPMBA3AHO MHOXECTBO OMOMETPUYECKMX LWAbAOHOB), @ HOMepa KapT - K CYLHOCTU
"Mponyck" (K oAHOMY aKTUBHOMY MPOMYCKYy MOXeT ObiTb NpMBA3aHa OfiHa KapTa AO0CTyna, HO OJHa
KapTa MOXeT bbITb CBA3aHa C MHOTMMMW NPOMNYCKaMu B apXMBe).

UpeHTuduKatop nonb3osartensa CKY/,

TexHUYecKM 3TO TO Ke camMoe, YTO UAeHTUdMKaTop nponycka. MNonb3oBaTenb naeHTUGMLMPYeETCa B
CKY[ no cBoemy nponycky, a TOT - N0 AeHTUGUKaATOpy NponycKa.

UpeHTUPUMKaumMa — 3To NpoLEecc pacno3HaBaHUA MNo/b30BaTeNA MO ero MaeHTUdMKaTopy. B KOHTEKCTe
CRY[ vcnonb3yeTca naeHTMpuKaTop Nponycka.

Mpumep. Haxopgsacb Ha cailTe 6aHKa, NO/b30BaTENb PeLlaeT 3aiTU B IMYHbIA KabWHeT, 4Tobbl caenatb
AeHeXHbl nepesoa. Ha cTpaHUUe IMYHOIo KabuHeTa cucTema BHavase NpocuT BBECTU naeHTUdUKaTop.
3TO MOMeT bbITb JIOTMH, aApec 3/EKTPOHHOW Mo4yTbl UAM HOoMep MobunabHoro TenedoHa. Kakoi
KOHKPETHO BWA, AaHHbIX HeobX0AMMO BBECTM — 3aBUCUT OT pecypca. [laHHble, KOTOpble yKa3blBaauCh
npu peructpaummn, HeobxoaMMo BBECTU A/1A MOJyYeHUs AocTyna. Ecam npu pernctpaumnu ykasbiBanocb
HECKONbKO TUNOB AAaHHbIX — U IOTUH, U afpec 3NeKTPOHHOW NoYTbl, U HOMep MOBMALHOTO, TO CUCTEMA
cama MOACKAaXeT 4YTO el KOHKPETHO HY)KHO. BBOA 3TUX AaHHbIX Heobxoaum Ana uaeHTUdUKaumm
yenoBeKa 3a MOHMTOPOM KaK MNo/b30BaTenss KOHKpeTHoro 6aHka. Eciv nonb3oBaTenb B KayecTse
naeHTMdMKaTopa BBen «AnekcaHap MNeTpos», U cMcTeMa Hallna B cBoel 6a3e 3anncb 0 Nosb3oBaTtene ¢
TaKUM MMEHeM, TO aeHTUdUKaLMA 3aBepLLmach.

lpumep 8 koHmexkcme CKY/]. MNMpwn npeabaBAeHUN KapTbl A4OCTYNA K CYNTbIBATE/IIO CHa4vana NnponucxogmT
udeHmugpurkayus nonbsosatenna CKY/[ (To ectb nouck B 6, CKY[ KapTbl C yKazaHHbIM HOmepoMm). Ecam
KapTa HaliaeHa, NPoUCXoauT ayTeHTUdUKaumsa. B npocteiiiem cnydyae (Mpoxod TONbKO NO KapTe) oHa
3aKkatoyaeTca B Tom, yto CKY/[, cuntaeT ycnewHoe npegbasaeHne KapTbl A4OCTaTOYHbIM NPU3HAKOM A
noATBEPKAEHMA JNIMYHOCTM BAagenbla KapTbl Aoctyna. [locne 3TOro nNpousBOAMTCA NPOBEpPKA
NOJIHOMOYMIA BAALENbLA KapTbl, WU, €CNU UX AOCTAaTOYHO A5 BbIMNONHEHMA 3aNpPOLUEHHbIX AENCTBUIA,
Torga nonb3osatenb CKY/[, aemopusyemcs.

Kapta goctyna vcnonb3yeTcAa B KayectBe $U3MYECKOro HOCUTENA udeHmuguKamopa noss3oeamens
CKY/l. KapTbl goctyna moryT MMeTb PasfinyHblii GOpMaT, MCNONb30BaTb Pa3/iNYHbIe TEXHONOTUKU ANA
CUUTbIBAHWA, HO B pe3ynbTaTe WX CUYMTbIBAHMA Ha BbIXOA, CUMUTbIBaTeNAa nepepaérca Homep
-naeHTnduMKaTopa nonbsosatena CKY/. 3ToT Homep MOXKeT BbITb KaK NAEHTUPUKATOPOM KapTbl, TaK U
HEKMM YMCNOM, 3aMMUCAHHBIM B 3aLUMLLEHHYI0 061aCTb NAMATU CMapT-KapTbl.

B MK "BactnoH-3" KapTbl A4OCTyna cBA3aHbl C Nponyckamu. Mpu 3TOM OA4HA aKTMBHAaA KapTa AOCTyna
BCErga CBfA3aHa C OAHWM aKTMBHbIM MNPOMYCKOM. KapTbl MOMYyT MCMNO/b30BaTbCA ANA BPEMEHHbIX
NPONYCKOB MOBTOPHO, MO3TOMY B apXMBe MOMET ObiTb MHOMECTBO BO3BPALEHHbIX WAM U3BATHIX
MPOMNYCKOB, CBA3aHHbIX C 0A4HUM U TEM e HOMEPOM KapTbl 4OCTyMa.

Kateropua nponycka onpegensetr npasuaa o6paboTkM onpeaenéHHol rpynnbl  MPOMyCKOB.
KaTeropusa cooTBeTCTBYeT 8UOOM MpPOrycKo8 peanbHbiX 06beKToB. Hanpumep, ecam Ha ob6bekTe
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npumeHatoTca "nponycka paa coTpyaHukos", "nponycka anAa noapAaguvmkos" u "mponycka ana
nocetutenen", To UMEHHO TakMe Kamez20puu NPonycKos n AoNKHbl 6bITb HacTpoeHbl B MK "bacTnoH-3".

Cuncrema noaaep>xMBaetT paszindyHblie BUAbI NPaBUa, YCTaHOB/NIEHHbIE 1A PA3HbIX KaTeropMﬁ NponycKoB:

1. 3HayeHMA N0 YMONYAHUIO A5 PA3/IUYHBIX NONEN.

2. OTobparkeHne 6n0KOB (cTpaHuML) B ¢dopme CBOKMCTB Mponycka. MHaye roBops, BO3MOMKHOCTb
YKa3blBaTb T€ WM UHble MapaMeTpbl 414 KaTeropmm nponycka.

3. O6na3aTenbHOCTb 3aNo0/IHeHUA noseit. MpoBepseTcsa nepes, BbliAadvein Nponycka.
4. MpoBepKa A0NYCTUMOCTU BblAauuM NPOMYCKa 3TOW KaTeropmm Yepes BHELWHNE CUCTEMBI.

MexaHW3m NpaBuA ABAAETCA paclimpAembiM. [LonoAHUTEbHblE MOAYIN CUCTEMDbI, TaKMe KaK [lpaiisepbl
CKYA, Penavkaums n YPB MMelOT BO3MOMKHOCTb AOMOJHUTL HAbop AOCTynHbIX npasua. Hanpumep,
apaneep CKY[l moxKeT A0NOAHUTbL CMUCOK AeNCTBUI B NpaBunax ycTaHoBKol "Mpoduns aparisepa CKY/
XXX". Ona PenauKaumm MoXKeT noTpeboBatbca ycTaHoOBKa "lnobanbHoro ypoBHs pgoctyna” wu
"MapuwpyTa" no ymonyaHuio, u 1.4,

MpaBunaa MoryT NPMMEHATLCA Ha Pa3HbIX 3Tanax 06paboTKM NPOMNYCKOB:

1. Co3aaHuMe 3aABKM Ha MPOMYCK. 34ecb M TONbKO 34eCb NMPUMEHAETCA YCTaHOBKa 3HauyeHWi Mo

YMO/T4aHUIO.

2. MNepep, Bbl,ﬂ,a‘-lef/'l nponycka. 34ecb A0MKHbI npoBepATbCA 3aNO/IHEHHOCTb obAzaTeNnbHbIX I'IOﬂel)'I,
Haanyne Bcex HeO6XO,CI,VIMbIX yTBepm,u,eHwﬁ 3aABKU, NPOBEPATbLCA NoAaTBepXXAeHne No BHELWHUM

cncremam.

MpoBepKa NpaBmMa MOXKeT BbINOJIHATLCA KaK Ha cepBepe CUCTEMBI, TaK U B KIMEHTCKUX MPUNOXKEHMUAX.

[na Kaxaoro nogpasaeneHmsa AoXKHa 6biTb BO3MOMKHOCTb YKa3aTb, Kakne KaTeropum nNponyckos MoryT
6bITb MCMONb30BaHbl A/1A CO34aHMA HOBbIX NPOMYCKOB. JIOTMYHO yKasbiBaTb 3TO Cpasy NpwW co3gaHuu
noapasaeneHns. BosamoxHOCTb Bbibopa noapasaeneHmsa A0S CyLLecTBYOLWEN NepcoHbl He 3aBUCUT OT
HaNU4YMA Y NEPCOHbI MPOMNYCKOB B KaTeropuaAx, He AOCTYMHbIX K UCNO/Nb30BaHMUIO B HOBOM BblibUpaemom
noApasaeneHuu.

PasrpaHunyeHne A0CTyna onepaTtopoB NPOM3BOAMTCA KAk Ha YPOBHE NoApasAeneHnin, Tak U Ha YPOBHe
KaTeropuit nponyckos. To ecTb, onepaTop AO0MKEH MMETb BO3MOXHOCTb CO34aTb MPOMYCK KaTeropuu
"MocTosaHHbIN" B nogpasaeneHnn "Byxrantepua" TONbKO B Cayyae, ec/iu OH MMeeT NpaBo Co34aBaTb
nponycka Kateropuu "lMocTosHHbIE" WM UMeeT npaBo Co34aBaTb MNPOMyCKa B MNogpasaefeHun
"Byxrantepua".

MpaBuna [OMKHbI MO3BOAATL YCTaHAB/AMBaTb 3HAYEHUA MO YMOMYAHUIO ANA CAefylowux none:
OOMKHOCTb, TPaXKAaHCTBO, TN AOKYMEHTA, KEM BblgaH AOKYMEHT, neyaTtHasa ¢opma nponycka, dopma
doTomaeHTUdMKaLMKM, rpynna oxpaHbl, NpMunHa 6J1OKUPOBKK, MPUYMHA BO3BPaTa, MPUOPUTET NPONYCKa,
AO0NOIHUTENbHbIE NOMIA NPOMNYCKa, YPOBEHb AOCTYNA.

Ha6op nnaHoB. padumyeckme naaHbl 06beAUHAIOTCA B Habopsl naaHos. Kaxkaaa posas onepamopa
CBAI3aHa C KaKUM-11Mb60 ogHMM Habopom nnaHoB. ITOT Habop byaeT 3arpy»keH B APM Onepatopa, Korga
OCYLLECTBAAETCA BXOA, B CUCTEMY 0flepamopd C 3aaHHON Posbio.
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HanpasneHue npoxoaa. O6biuHO 6biBaeT ABa BapMaHTa: BXO4 Wau Bbixod. OfHa TOUYKa NPOX0Aa MOKET
paboTaTb B OAHOM WM B ABYX HanpaBAeHUAX U, COOTBETCTBEHHO, MOXET BbiTb OAHOCTOPOHHEN MK
OBYXCTOPOHHeW. HanpasneHue npoxoga O6bIYHO accoOLMMPYeTCa CO cuYuTbiBaTeNem. Y cyuTbiBaTens
MOXET YKa3blBaTbCA €ro posib, TO CTb HaMpaB/ieHne Npoxoaa.

HacTonbHbI cuUUTbIBATENIb CNYXKUT ANA BHECEHWA MEPCOHaNbHbIX MAeHTUPUKaTopos B B[] cuctembl.
Kak npaBuio, HacTo/ibHble CYUTbIBATENN NOAK/OYAIOTCA K KoMnbloTepy ¢ APM "Brlopo nponyckos". Ana
NoAKAOYEHMA MOTYT ucnosib3oBaTbca COM-nopTobl, USB, Ethernet, Wi-Fi nnau Bluetooth.

HacTo/ibHblE CYUTbIBATENIM MOTYT CYUTLIBATb KaK HOMEpa KapT, TaK U BUOMETPUYECKME NPU3HAKMU.
B cnyyae paboTbl € 3aWMLWEHHON 06/M1aCTblO KapT [0CTyNa, HAcTOJIbHbIE CYMTbIBATE/NIM MOTYT TaKkKe
nporpammunpoBaTb KapTbl 4OCTyNa.

HacTonbHble cuuTbiBaTeNIM He ABAAlOTCA ycTpoictBammu MK "BactmoH-3". OHM He oTobparkaloTca Ha
nnaHax, U UX Heab3A UCNONb30BaTh B CLEEHAPUAX.

MNepcoHa B cucTteme 6e3onacHOCTU - 3TO Npexae Bcero cybbekT CKY/, To ecTb AMUO, B OTHOLIEHUM
KOTOPOro onpeaenalTca MNOAHOMOYMA GU3MYECKOro A0CTyna, a TakMKe MOJSIHOMOYMA yhpasaeHus
cuctemolt 6esonacHocTu (CHATUE / NOCTaBHOBKA Ha OXPaHy U T.M.).

Tonbko MepcoHa B MK "BactMoH-3" moxkeT 6biTb BRafenbuem nponycka. Henb3a BblgaTb NPOMyck,
Hanpumep, Ha aBTOMObWAL - 3TO ByaeT mpaHcnopmHell nNpPonyck, NPUBA3AHHbLINA K NepPCOHANbHOMY
NPOnNycKy.

Mponyck onpeaenset npasa nonb3oBatena CKY[ (MepcoHbl). OgHolt MepcoHe mMOXeT 6biTb BblAaHO
HECKONbKO MpPOMYyCKOB OAHOBPEMeHHO. WHbimM cnoBamu, ana opHoin [lepcoHbl moxeT 6biTb
YCTaHOBNEHO HECKONbKO Habopos npas B CKY/[, npeaoctaBasembix MO PasHbIM 1POMyCcKam.

Ka)kaomy nponycky Ao/mKeH 6biTb HasHadyeH OAWMH yposeHb docmynd. Ecnu B MNo/ib30BaTe/NIbCKOM
UHTepdelice U MOXKHO Ha3HAYUTb HECKO/IbKO YPOBHEN A0CTyna A/ O4HOro MpPonycka, To GpaKTUYecku
3TW YPOBHU ByayT ob6beauHeHbl B oanH. Mponyck MOXKeT MMeTb Nepuos akTMBHOCTU (AaTbl Hayana u
OKOHYaHUA AeNCTBUSA), HO MOXKET bbiTb 1 6e3 orpaHMYeHNs CpoKa AeicTBuUA.

[na nponycka moryT 6bITb HasHayeHbl:

* rpynna ynpaBieHusa oXpaHoi
* npodunb nonbzosaTena CKY/.

MpPONYCcK MOXKET HaXOAUTLCA B OAHOM M3 CTAaTyCOB (CM. cTaTbto «CTaTyC NPOMycKa»).

MNpodunb nonbv3oBatena CKY[ - 310 Habop AONOJIHUTE/IbHbLIX HACTPOEK, OMNPeAenstolmnX Pexumbl
npoxoga nonb3osatena CKY/[ yepes passinyHble TOYKM Npoxoda. Habop aTMX HAacTpoek MHAMBUAYaNEH
AnAa Kaxaoro gparisepa CKY[. BHyTpu Kaxapl Npoduib MOMKET coaepaTb pasHble HACTPOMKN Ans
Kaxkaoro KoHTponnepa CKY[ (Hanpumep, goctyn TonbKo no MUH-Koay, AOCTyn C NOATBEPXKAEHNEM U
T.N.).

Hactpolika paocTynHbix npoduneir npoussoautca B ApanBepax CKYO. [Ona Kaxkaou kamezopuu
nponycka 3apaétca npodunb NO-yMONYAHUIO, KOTOPbIA NpPUCBAMBAETCA MPU CO343HWUM 33ABKW Ha
Nponyck. B CBOMCTBax Kaxgoro Nponycka MOMKHO 33a4aTb WMCMONAb3yemMblit Npoduab AAA KaKAoro
ApaiiBepa MHAMBMAYANbHO.
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Pennunkauma — sT1o CUHXPOHU3aUNA AaHHbIX Ha OCHOBE 3a4aHHbIX NpaBwua.

CepBepbl 060pyA0BaHUA — 3TO OAWMH MM HECKOJIbKO KOMMbIOTEPOB (HE OrpaHUYeHO MPOrpaMMmHbIM
CNocobom), K KOTOpbIM BbINOMHAETCA MNOAKAOYEeHUEe noacucTem 6e30MacHOCTU C UCNONb30BaHUEM
Opalisepos (modyneli uHmezpauuu). Yvcno papaliBepoB, OBCAYKMBAEMbIX KakAblM CepBepom
0bopyaoBaHMA, OrpaHUYMBAETCA TOJIbKO MPOM3BOAMTE/IbHOCTbIO 3TOMO CEpBEPa WM OrpaHUYEHUAMM
camoro gpaiisepa.

CepBep CUCTEMbI — 3TO LEHTPaNbHbI MOAYNb CUCTEMBI, BCErga OAMH Ha cuctemy. BobinonHser
byHKLMK, obecneunBatoL e B3aMMogeNCTBME MOLYNEN CUCTEMbI, peasin3aLuio Npasua BU3HEC-NOTUKM,
NPOBEPKM NNLEH3NIN, YNPABAEHWUA BbINOJIHEHUEM CLEHAPUEB U peaKkunit Ha cobblThA, NPOBEPKY Npas
[0CTyna, 3aMyCcK MoAynel pacluMpeHmna U pas 4pYyrux CUCTEMHbIX GYHKLWUIA.

CraTtyc nponycka
Kagblih NPOMNYCK MOMKET Haxo4MTbCA B OAHOM U3 C/IeAyoLWMX CTaTyCoB:
* OTKa3aHo B yTBepXKAeHUU (approval rejected),
* TpebyeT yTBEepKaeHuA (appoval required),
* He aKTMBeH (not active),
* aKkTMBeH (active),
* npocpoueH (expired),
* Bo3BpaLéH (returned),
* yTepsH (lost),
* cnucaH c y4éta (charged off),
* Nnpuweén B HerogHocTb (broken).

CTaTyCbl KOTKA3aHO B YTBEPKAEHUN» U «TPEDOYET yTBEPKAEHUA» UCMONb3YHOTCA TONbKO NPU COBMECTHOW
pabote c moaynem «bactnoH-3 — Beb-3anBKa». MNpu cosgaHnn HoBowM 3aaBKM B APM «Blopo nponyckos»
CO30QETCA KHEaKTUBHbIMY MPOMYCK, OTOOPAXKAIOLMINCA Ha CTPAHULE «3aABKUY, MPU 3TOM emy eLLé He
npucBoeHa KapTa AocTyna. B npouecce BblAayn KapTbl NPOMYCK NepeBOANTCA B aKTUBHOE COCTOAHMUE,
eMy NpucBamBaeTCA KapTa AOCTyNa M OH NepexoauT Ha CTpaHuuy «BblgaHHbie». Tlocne sToro nponyck
MOMeT 6bITb cAaH (MpM 3TOM KapTa A0CTyna A0JIXKHA BbiTb peanbHO BO3BpaLLeHa B 610pPO NPOMNycKoB B
paboyem COCTOAHUMN) UAN U3DBAT.

MNocne n3bATUA NPONYCKa KapTy 40CTYNa NOBTOPHO MCMNOb30BaTb HEMb3A, HO MOXHO OTAE/NbHO BEPHYTL
KapTy B obpalieHue. Mpn U3bATUM YKa3blBAaETCA NMPUUNHA, B COOTBETCTBUM C KOTOPOM ANA MPOMyCKa
YCTaHaB/MBAETCA OAMUH U3 CTATYCOB: «YTEPAHY», KCMUCaH C YY4ETa» UAU «NPULIEN B HETOAHOCTbY.
Bo3BpalLéHHble M U3bATbIE NPOMNYCKA OTOOPArKAOTCA Ha CTPaHULE KAPXMUBY.

Mo OKOHYaHMM CpOKa AEeNCTBUSA MPOMycka emy aBTOMaTU4Yecku (moaynem cepsBepa CUCTEMbI)
NPMCBaMBAETCA COCTOAHME «MPOCPOYEH», NPM ITOM OH OTODOparKaeTca Ha OTAENIbHON CTpaHuue —
«[MpocpoyeHHbleN.

Onepauny 610KMPOBKM 1 Pa3bNOKMPOBKM NPOMYCKOB HE MEHAIOT CTATyC NPOMYycKa.

CueHapmii — 3T0 npeaBapuTe/ibHO HacTPOEHHaA MMEHOBaHHasA ynopAAoYeHHas Noc/ienoBaTe/IbHOCTb
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OencTBUi, 3agaBaeman MPU HaCTpolKe cuctembl. Kaxkaoe AencTBue B CLEHApPUKM BbINOMHAETCA Hag,
yctpoictBom [MK «BactMoH-3». CnMCOK AOCTYMHbIX AEUCTBUN onpenenseTca AAs Kaxgoro Ttuna
YCTPOMCTB M ONA KarKOoro ApaveBepa B CUCTEMe OTAeNbHO. Mexay OAeNCTBUAMUM B CUEHApUAX MOryT
6bITb BCTaB/EHbl 33a4EPXKKM, Hanpumep, 3a4ep’KKa nepes BbiNONHEHMEM OYepeaHOro AenCcTBuA, B
CeKyHaax.

Bce aelicTBUA cEeHapua BbINONHAOTCA NOC/eA0BaTeIbHO, C YYETOM 3aZlEPrKeEK.

CueHapmm MOTYT BbINOJIHATLCA BPYYHYIO, €C/IN 3TO pa3peLleHo A1 KOHKPETHOrO CLLEHApUSA, a TaKKe npu
cpabaTbiBaHUM KaKoro-nmbo Tpurrepa (B KayecTBe peakumm Ha cobbiTe, CUTyaluio, HacTynaeHue
onpeaenéHHOro BpemeHn v T. n.). [InA Kax4oro cueHapua MOXHO yKa3aTb Habop TpUrrepos, KoTopble
BbI3OBYT €ro BbIMOJHEHME.

Y cueHapus ecTb KOHTEKCT BbIMOJHEHUA — Hanpumep, ucxogHoe cobbiTwe. baarogaps stomy, cueHapwuit
MOYEeT MCMo/ab30BaTb MapameTpbl 3TOr0 KOHTEKCTa, 4Tobbl BbINOAHUTL HEOBXoAMMble AeiCTBUSA
(Hanpumep, BEPHYTb NPeabABAEHHYIO KapTy).

Ons cueHapua mMoXeT bbiTb yKasaHa BEpPOATHOCTb €ro BbINOJNHEHUA B onpeAeneHHOM KOHTeKcTe (no
onpeaeneHHomy Tpurrepy). MpumeHeHMe — opraHuMsauMa BblBOPOUYHbIX MNPOBEPOK, Hanpumep
a/IKOTeCTUPOBAHMUS.

CuuTtbiBaTENb — 3TO YCTPOMCTBO, cuyMTbiBatowee nMbo uaeHTuduKkatop nosbzoBatens CKYA, nnbo
HEKMA NpPU3HAK, KOTOPOMY CTaBMTCA B COOTBETCTBME uMAeHTUdMKaTop nonb3osatens CKY[
(BromeTpUUecKuiA WabNoH NN HOMEP MaLLMHbI, Hanpumep).

Kak npaBu/io, cYMTbIBATENM ABAAIOTCA AOYEPHMMU YCTPOMCTBAMM AN1A ToYeK npoxoga. CumTbiBaTeNu
OTHOCATCA K 6a30BbIM TUMAM YCTPOWCTB, ONpeaensaoWwmnx npasa gocTyna nons3osatenen CKY/. To ecTb
MMEHHO CYMUTLIBATENN, @ HE TOYKM NPOX0Aa BXOAAT B COCTaB YpOBHel AoCTyna.

CumnTbiBaTENb ABAAETCA OTAENbHbIM TUMOM YcTPpoMcTB B MK «BbacTnoH-3». Kak npaBuio, cuutbiBaTe N He
dopmuMpytoT cobbITUI U He OTOBPaXKaloTCA Ha NAaHax.

Tepputopus — 3TO NPOCTPAHCTBO, OrPaHUMYEHHOE OAHOM WU HECKOJIbKMMM TOYKaMM NpPoxXoaa
(nBEpPAMM, TYpHUKETaMWU MAWM BOpOoTamu). TeppuTopma MOXKET NpeacTaBNATb COOON OAHO KOHKpEeTHoe
nomeLyeHune nnu rpynny NomeLLEeHWNH, 3[aHne LeNnKoM, TeppUTOPUIO 3aBofa.
Tepputopuun moryT 6bITb BNOXEHHbIMU. Hanpumep, 061acTb KOHTPOAA «BCcé 3a4aHne» MOXKeT cogepxKaTtb
HecKo/ibKo apyrux obnacrei: "Llex 1", "Byxrantepusa" n T. 4.

TeppuUTOPUN UCNOML3YIOTCA B CNEAYIOLMNX CAyYanaX:
* ans obecneyeHuns nogcyeTa Noaen B 061acTu KOHTpoNs,
* AN5 NOWCKa nepcoHana,
* 17151 HACTPOMKM YPOBHEN A0CTYNa,

* B KayecTBe orpaHuumBsatollein obnaactm B cucteme ydeta paboyero spemeHu. lpu 3ToM BXog B
06/1aCTb KOHTPO/IA CYMTAETCA NPUXOLOM Ha pPaboTy, a BbIXOA, U3 Hee — yXO40M C paboTbl.

* [N OpraHusauMy pexmma rn1obanbHOro KOHTPOAs nocnefoBatenbHocT npoxoga (Global
Antipassback).
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TakKe, B QOasibHeWWwem TeppuTopuMM MOTYT MCNO/b30BATbCA ANA YNPaBAEHUA MNOMELLEHUEM WK
TeppuTopuelt B Lenom. Hanpumep, ANA B3ATMA Ha OXpaHy NOMELLEHUA, O CHATUA C OXPaHbl, B
TPUITEPAX CLLEHAPUEB.

B MK "BacTnoH-3" HacTpoMKa TEPPUTOPUIA MPOU3BOANTCA NYTEM YKa3aHUA A/ TOYEK NPOXoAa U3 KaKkol
B KaKylo 061acTb KOHTposAa oHW BeayT. Hanpumep, "TypHukeT 1" moxkeT BectM M3 obnactn "BHe
Tepputopun" B obnactb "Ha tepputopumn". Mpu atom cobbiTne "LLTaTHbIM BXOA" OT 3TOro TYPHWUKETa
byger o3HayaTb nepexo Bnagenbla nponycka wm3s obnactu "BHe Tepputopumn" B obnactb "Ha
Tepputopun".

Echn nonb3osaTento CKRY[, paspewéH AOCTYyn Ha KaKylo-1Mbo TeppuTopuio, TO emy AO/KeEH b6biTb
npeaocTaBneH AoCTyn:

1. Ha Bcex cunTtbiBaTensix, 0603HAaYEHHbIX KaK BXOAHbIE B 3Ty TEPPUTOPMUIO.
2. Ha Bcex cumTbiBaTeNAX, 0603HaYEHHbIX KaK BbIXOAHbIE BO BHELIHWE TEPPUTOPUN.

3. Ha Bce BHYTpPEHHMWE CYMTbIBATENN TEPPUTOPUU. [OCTYN B CMEXKHbIE TEPPUTOPUM NO YMONYAHUIO
NpeaoCcTaBAATLCA He A0/IXKEH, HO OnNepaTop A0/XKEH MMETb BO3MOXHOCTb €ro AaThb.

Tun ycTtpoicTBa

B MK «BacTMOH» KECTKO onpefesieH CAMCOK TUMNOB YCTPOMCTB (3awmnT B Koge). MpuHagnerKHoCTblo K
onpeaeneHHoMy TuUMy onpefenseTca MNoBeAeHWe YCTpolcTBa M ero obpaboTKa B cucTeme. Bcero
cywectsyeT 50 TMnoB ycTpoiicTB. HeKoTopble TUMbl HE UCMOJb3yoTCA. HeKoTopble TUMNbl Ha3biBaOTCA
COBCEM He TaK, KaK A0/mKHbl. CNMCOK TMMNOB YCTPOMCTB yYHacneAoBaH ewe 13 «bactmoH» 1.0 v asnaetcs
[0BOJIbHO apXan4YHbIM.

Tun ycTpoiicTBa BAUSET Ha:
* cnocob ero otobpaxkeHun Ha rpaduUyeckux naaHax (MMKTorpamma);
* FPYNMNMPOBKY B AEPEBLAX YCTPOMCTB;
* BO3MOKHOCTb MCMOJIb30BaHMA B 061aCTAX KOHTPOA U YPOBHAX AOCTYNA.

Touka npoxoga — 3TO VYCTPOMCTBO, 4Yepe3 KOTopoe OocylecTBaseTca ¢GU3NYEeCKUin aocTyn.
TouKM Npoxona MoryT 6bITb PasHbIX TUMOB: ABEPb, TYPHUKET, BOPOTa, Waarbaym, KaanTka, BUPTyasibHas
TOYKa npoxopaa. MNepsble Tpu TMNa onpeaeneHbl B MK «bacTMOH-3» KaK OTAe/ibHble TUMbl YCTPONCTB U
HEeMHOro OT/INYaLOTCA NoBeAEeHNEM.

ToukM Npoxofa onpeaenstoT rpaHuLbl obnacteit KoHTpona. Kaxpan Touka Npoxoda MOXKEeT BeCcT U3
OfHOM 06/1acTM KOHTPOAA B Apyryto. TaKKe, ecnn To4Ka npoxoaa "BHYTPEeHHAA", TO NpoOXos vyepes Heé
He NPUBOAMUT K CMeHe 061aCTU KOHTpONA.

ToukM npoxoga MOryT 6biTb O0OHOCMOPOHHUMU WAWN O8YXCMOPOHHUMU. K OAHOCTOPOHHEN TOuKe
npoxofa NOAKAOYAETCA OAMH CYMTbIBATE/Ib, OH MOMET OblTb KakK BXOAHbIM, TaK M BbIXogHbIM. K
ABYXCTOPOHHEN TOUYKe NPoXo4a NOAKNOYAETCA ABa CYMTLIBATENSA - BXOAHOMN U BbIXOAHOMN.

Kak npaBuno, ToYKa Npoxoda - 3TO BMPTyaNbHOE YCTPOMCTBO. PeasibHO Kaxgaa TOUKa NpPoxoda MOXKeT
COCTOATb U3:

® OAHOro nnn Asyx cunTbiBaTENEN,

*  nperpak4aroLLero yCTPoICTBa,
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*  3anupaloLLero yCTpoMCTBa,
*  [AaTyMKa npoxoja,
*  BCMOMOraTe/lbHbIX 4aTYMKOB M KHOMOK yrpasaeHus.

BupTyanbHan To4YKa Npoxosa He MMeeT NperpakAatoLero yCTpoicTaa.

Touyka Mpoxofda Haxo4MTCA B HOPMAsAbHOM COCMOAHUU, KOTAA@ OHAa 3aKpbiTa M AOCTyn paspeléH B
COOTBETCTBUM C MOJAHOMOYMAMMK nosib3osaTenelt CKY[. Touka npoxofa pa3ba0KUpOBAHd, KOraa OHa
OTKpbITa (3anupaloliee YCTPOMCTBO OTKAIOYEHO), MNPOXos paspewéH Bcem 6e3 naeHTUOMKauUW.
Touka npoxoaa 3a6/10KUPO8AHA, KOTAa OHA 3aKPbITa M NPOX0J, 3anpeLLéH aAns BCex.

Tpurrep cueHapma - 3T0 Habop YCA0BWI, KOTOpble AOJKHbLI BbIMNOAHWUTLCA, YTOBbI cueHapuii 6bin
3anyuieH. B Bepcuax 2.1 1 paHblle TPUITepamm MOTIM ABAATLCA TONbKO OTAeNbHble CObbITUA (C y4éTom
OTAEe/bHbIX MX NapameTpoB) M HacTynieHue onpeaenéHHOro BpemeHun. B 2.2 BBeaéH paclUMPEHHbIN
MEXaHU3M TPMUITEPOB, KOTOPbIA MNO3BOAAET COCTaBAATb CNOMHbIE YC/N0BMA 3anycKa CLeHapues.
B KauecTBe yci0BuiA cpabaTtbiBaHWA TpUrrepa Tenepb MOryT BbICTYNaTh:

® oTAeNbHbIE CO6bITMFi,'

*  nobble napameTtpbl cobbiTuin (Hanpumep, PNO NpeabABMBLIEro KapTy AOCTyNa WAM AaNbHOCTb
ONA nepumeTpa, KoopanHaTbl cobbiTUA);

*  MEecCTOMNO/IOXKEHME (HaxoxaeHue B onpeaenéHHon 061acTn KOHTpons);
*  TeKyllMe COCTOSHUA YCTPOICTB;
*  Bpems.

Ycnosus moryt o6beanHATLCA B JIOTMYECKME BblpaXkeHua c ucnosibzoBaHuem onepaunin U, U, HE.
MpoBepKa yc/n0BUIA NPOUCXOAUT B O4MH MOMEHT BpeMeHU. To ecTb, HeNb3sA CAeNaTb TaKOW Tpurrep,
KOTOpbIl Obl }Kaan B Te4eHne onpenenéHHOro BpeMeHW HacTyN/IEHNS HECKOIbKNX CODbITUN.

TYpHUKET - 3TO OAMH M3 TUMNOB TOYeK Npoxoda. fABnAeTcs OoTAeNbHbIM TUMOM ycTpoictBa B [K
"BacTnoH-3". UmeeT oTAnYnUTENbHbIE YepThbl:

* B oTiMuMe OT ABepM, Y TYPHMKETA ecTb AaTYMK MPOBOPOTA, NMO3BOMAIOWMM MPOMyCcKaTb MO
04HOMY MPOMNYCKY CTPOro OAHOTO YesI0BeKA B 3a4aHHOM HanpaBAEHUN.

e TypHMKET MOXHO 3a610KMPOBaTb, OTKPbITb M Pa3bOKMpPOBaTb OTAENbHO Ha BXOA, Ha BbiXoA,
n1bo U1 Ha BXOA, U Ha BbIXOA.

YHUuBepCanbHblii  KOHpUrypaTtop pApalBepa — 3TO MOAY/b, KOTOPbIA  WUCNOAb3yeTca  ANs
eanHOo0bpa3HOMN HACTPOMKM BCeX ApPalBEPOB.

YpoBeHb gocryna (Y[) onpeaenser, B Kakoe BPeMs, B KaKMe AHU U B KaKMe NMOMeLLeHNa MMeeT NpaBo
npoxoamuTb BRagenel, KapTtbl goctyna. Y[ Ha HuKHem ypoBHe GOPMUMPYETCA U3 3/EeMEHTOB,
COAEepKaLMX Napbl «CYMUTbIBATE/Ib — BpEMEHHOM 610K ».

MOCKONbKY TaKaa AeTanbHas HaCTPOMKa Ha YPOBHE CYMTbiBaTesNel, Kak npasuao, He Tpebyetcs, 1o MK
«BbacTnoH-3» no3sosiAeT popMMPOBaTb YPOBHM A0CTYMNa Ha OCHOBe obs1acmeli KOHMPOosIA.
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Kak npaBuio, 4yMcno mcnonb3yemoblx Y[, peKomeHAyeTcA COKpalLaTb, TaK KaK MX YMCAO OrpaHUYeHo
annapaTHbIMMU BO3MOXHOCTAMU KOHTpoanepos CKY/[. MNMoatomy, y Y[, ecTb NpM3HaAK, UCNONb3YIOTCA NN
OHM XOTA 6bl O4HMM AKTUMBHbIM MPOMYCKOB (TO eCTb - HaZo /Au nepegasaTb 3TOT Y/, xoTa 6bl B 1
KoHTponnep CKY/). YpoBeHb A0CTyna uMeeT ¢pusuyeckuli Homep, KOTopbln ycTaHaBnmeaetca B NULL B
cnyyae, ecnm Y/ He Ncnosib3yeTca akTUBHbBIMM NPOMNYCKaMU.

YpoBeHb A0CTYNa MOKET 3a4aBaTbhCA B Pa3HbIX PEXKUMAaX:
YpoBeHb A0CTyMNa MOKeT 6bITb MPOCTbIM U COCTaBHbIM.

Ycrpoucteo B MK «bacTMoH-3» — 370 6a30BbIli 31eMeHT cuctembl 6e3onacHocTu. TonbKo ycmpolicmea
MOTyT ObITb UCMOYHUKAMU cobbimuli cucTembl. YCTPOMCTBA NOAPA3AENAOTCA Ha pasMYHble munsl
ycmpolicme, KoTopble KECTKO onpeaeneHbl B cucteme. Kaxabli ApanBep MOXKET yKa3aTb, Kakue TuMbl
YCTPOWUCTB B HEM MOryT MCNO/Mb30BaTbCA, KAaKMe KOMaHAbl WM cobblTMA ANA HWUX  LOCTYMNHbI.
To ecTb Habop KOMaHA M COBbITUIA YHUKANEH ANA KaxKA0ro gpaliBepa 1 TUna ycTpomncTBa.

[na Bcex YyCTPOWCTB yKasblBaeTca podumesnbckoe ycmpolicmeo. Takmm obpasom, Bce YCTPOMUCTBA
OpraHvM3oBaHbl B gepeBo ycTponctB. OObIYHO, pPOAMTENbCKME YCTPOMCTBA YKA3bIBAOTCA  «MO
nofKaoueHuto». Hanpumep, cyumeigamesns MOXKeT ObiTb 31EMEHTOM ABepu, dsepb peanusyetcs
KoHTponnepom CKY/[, KoHmposnep CKY/] nogKntoueH K KOMMYHUKaLMOHHOMY CETEBOMY KOHTPOAepy
W nocnefHU - HenocpeacTBEHHO K ApaliBepy. KopHeBble y3nbl AepeBa ycTpoicts - 310 "Cuctema”,
"Monb3oBaTtend" 1 Bce ak3emnaapel Opalisepos. Kaxkaoe ycTpoOACTBO B pe3y/ibTaTe OTHOCMTCA K OAHOMY
N3 3K3eMNASPOB ApaliBeEpPOB.

Ons  Kawpaoro ycTponcTBa yKasbiBaeTcs ¢usnueckuin aapec (address). 310 umaeHTuduUKaTop,
MCNoNb3yemMblit ApailBepom ANA aapecaumy CBOMX YCTPOMCTB. ONA KakAoro ycTponcTtBa MoKeT 6biTb
YCTaHOBAEH NPU3HaK ero akmusHocmu. TONbKO aKTMBHbIE YCTPOICTBA y4acTBYHOT B onpoce nprubopos,
MOTYT NMPUCbINATb cobbiTMa n NMPUHUMATb KOMaHAbl ynpaBaeHUA.

C KaXKablM YCTPOMCTBOM MOMXKeT ObITb CBA3aH Habop cneumanbHbix napameTtpos (specific_params),
KOTOpble 3aatoTca ApaliBepom. AP0 CUCTEMbI HE aHAIM3MPYET 3TU NapameTpbl. 3a4at0TCA OHU B BUAE
CTPOKM json B nose devices.specific_params.

Ona  ycTpoWcTB  MoOXeT 6biTb  OnNpeaenéH  CNMCOK  AOCTYMHbIX  KOMaHA  ynpaBaeHus.
Ycrpoitctea bacTMoHa MOryT COOTBETCTBOBATb PeasibHbIM YCTPOWCTBaM, HanpUMeEpP: TPEBOXHbIN BXO4,
JATYMK MW KHOMKA, UAK BbITb BUPTYaNbHbIMK (4BEPb, NNAH, CUCTEMA, CLEHAPUIA).

Wnro3 — 3TO cucTema, COCToALLAA U3 HebonbLIOro NPOCTPAHCTBaA C ABYMA KOMMNJ/IEKTaMU 6}'IOKMpyIOLLI,MX
,EI,BGDEI‘/JI, TAK 4TO I'IepBbI[;I KOMNIEKT ,u,Bepeﬁ A0J1XKeH 3aKpPbIBaTbCA 40 OTKPbITUA BTOPOro KOMMJIeEKTa.

KaKk npaBunio, HECKO/IbKO YeN0BeK He MOTyT OAHOBPEMEHHO 3aliTU BHYTPb WAto3a. [sepn 6a0KMpytoTcA
CHaPYKM, eCi1 BHYTPU KTO-TO eCTb. TaKkKe B CAMOM LL/IH03E MOXKET NPOBOAUTLCA A4OCMOTP (4OKYMEHTOB
WUAN Yero-nnbo ellle, HaNnPUMep MOKET BbITb BCTPOEH METaNI0AETEKTOP), NPOXOA Yepes L3 MOXKeT
NOATBEPKAATbCA OXPaHHUKOM. MaeHTudMKaLmMa MOXKeT B6biTb HeobXoAMMa ANA Kaxaol ABepu Wao3a,
npMYem 3To MOryT BbITb PasHble BUAbl MAEHTUGUKALNN.
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XoTta B bactMoHe ectb Tmn yctpoictea "LWnto3", Ha nNpakTMKe OH He ucnonblyetcA. PeanbHo wiio3

peanusyeTcs cneumanbHoi KoHoUrypaumel KoHtponnepa Elsys-MB, ¢ aByms ABepAMMU U HAaCTPOEHHbIMM
B3aMMOZeNCTBUAMM.

dK3emnaAp ApaiiBepa — 3TO KOHKPETHbIA 3K3eMnasAp Moay/ia MHTerpauuu, AobaB/ieHHbIn B
KOHOUrypaumio cucTeMbl. IK3eMnAsAp ApaliBepa BbINOAHAETCA Ha 3aflaHHOM cepBepe obopyaoBaHMA.
Kaablil 3K3emnasap ApaiiBepa MOXHO OCTaHOBMWTb U 3aNyCTUTb HE3aBUCMMO OT OCTa/IbHbIX.
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